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NOTICE 
Due to the nature of wireless communications, data delivery cannot be guaranteed. 

Data transmission or reception may be corrupted, delayed, or lost. The E1500 product 

should not be used in situations where failure of communications could result in damage 

of any kind to the user or any other party. Council Rock assumes no liability for 

damages resulting from delays or errors in data transmitted or received using the E1500 

product, or for failure of the product to transmit or receive data. 

 

SAFETY AND HAZARDS 
This product is classified for Class I Div 2 locations. See also Certifications. 

 

LIMITATION OF LIABILITY 
The information in this manual is subject to change without notice by Council Rock. 

Council Rock and its affiliates specifically disclaim liability for any and all direct, indirect, 

special, general, incidental, consequential, punitive or exemplary damages including, 

but not limited to, loss of profits or revenue or anticipated profits or revenue arising out 

of the use or inability to use any Council Rock product, even if Council Rock and/or its 

affiliates have been advised of the possibility of such damages or they are foreseeable, 

or for claims by any third party.  

Notwithstanding the foregoing, in no event shall Council Rock and/or its affiliates 

aggregate liability arising under or in connection with the E1500 product, regardless of 

the number of events, occurrences, or claims giving rise to liability in excess of the 

purchase price of the E1500 product. 

 

Copyright ©2020 Council Rock Enterprises, LLC. 

 

CONTACT INFO 

Sales  sales@councilrock.com  

Technical Support techsupport@councilrock.com 

Corporate Info https://councilrock.com 
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Overview 

E1500 

Product Description 
 

The Council Rock E1500 is a rugged edge computing device with LTE communications 

capability and Remote Terminal Unit (RTU) protocol bridging features. It provides 

wireless connectivity for a wide range of critical infrastructure applications including 

Industrial IoT, Distribution Automation (DA), Distributed Intelligence, and Smart Cities.  

Product Features 

The E1500 is a Linux-based networking device featuring: 

Hardware  

ǒ Ruggedized carrier grade design 

ǒ Dual-Core ARM Cortex-A9 32-bit microprocessor 

ǒ 1 GB DDR3 High Performance Random Access Memory (RAM) 

ǒ 8 GB High Performance Flash Memory 

ǒ 2 10/100/1000 Ethernet RJ45 Interface ports 

ǒ 1 RS232/RS422/RS 485 auto-sensing serial port for RTU device communications 

ǒ 1 RS232 serial port for RTU device communications 

ǒ 1 RJ45 console port for direct console communications with a PC 

ǒ 3 radio expansion slots 

 

Software 

ǒ Open Source Linux Operating System  

ǒ Edge Intelligence Framework 

ǒ Networking & Security 

ǒ Embedded Wireless & Wired Communications 

ǒ Device Management Support 

ǒ Over-the-Air update capability 

 

The E1500 can be configured with private/public carrier LTE, Cat-M/NB IoT, and WiFi 

radios for local and wide area network connectivity. The unit also has an embedded 

GPS receiver to obtain precision timestamps and location data. 
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The E1500 leverages OpenWRT Linux and includes several sophisticated software 

packages tailored to Distribution Automation solutions, including: 

 

ǒ Automatic Network Routing software that ensures connectivity of RTU devices to 

connected networks through the serial and Ethernet ports. 

ǒ IP Router/Firewall/VPN capabilities including BGP, MPLS, RIPv2, EIGRP, LDP, 

IS-IS, OSPF, DMVPN, RPL, GRE, etc. 

ǒ RTU command, control, and monitoring protocol translation software for standard 

RTU communications protocols including DNP3 and MODBUS that intelligently 

bridge legacy serial communications to the radio network. 

ǒ Device management via SNMP and COAP 

ǒ Device settings configured via a web browser based graphical user interface.  

For advanced users, the admin interface is accessible through a secure shell 

(SSH) console over Ethernet or WiFi (optional), enabling complete control of the 

unit if necessary. 
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Product Details 

Description 

The E1500 is an edge computing WLAN device that connects end devices to the 

enterprise network with multiple interface options.  

 

 
Figure 1: Models E1500-L8N, E1500-8NW 

 
Figure 2: Models E1500-LW, E1500-8W 
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Front Panel

 

 
   Figure 3: Models E1500-L8N, E1500-8NW 

 

 
    Figure 4: Models E1500-LW, E1500-8W 

 

Top Row 

 (1) Status LED ï System status indicator for LTE models. (LEDs are configurable for 

non-LTE models - see System > LED Configuration) 

 

Appearance Status 

Red Blinking System Active, Not joined to radio network 

Green Blinking System Active, Joining radio network 

Green Solid System Active, Joined radio network 

 

 

(2) Ethernet 1 / Ethernet 2 Connectors - 10/100/1000 Mbps, Ethernet autodetection  

(4) RF Connectors #1-#4  

(2) RF Connectors #5-#6 (on some models) 

(1) GND Connector 

Models RF Connectors 

E1500-LW,   

E1500-8W 

4 

E1500-L8N  

E1500-8NW 

6 

Table 2: RF Connectors by Model 

  

Table 1: LED Status List 
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RF Ports map to wan interfaces as shown in the table below, where ñMainò indicates the 

primary radio antenna connector, while ñAuxò indicates the secondary radio antenna. 

RF Port L8W L8 L8N LW 8NW 8W 

1 wan_a Main wan_a Main wan_a Main wan_a Main wan_b Main wan_b Main 

2 wan_a Aux wan_a Aux wan_a Aux wan_a Aux wan_b Aux wan_b Aux 

3 WiFi CH1 wan_b Main wan_c  WiFi CH1 wan_c LTE WiFi CH1 

4 GPS GPS GPS GPS GPS GPS 

5 wan_b Main  wan_b Main  WiFi CH1  

6 wan_b Aux  wan_b Aux  WiFi CH2  

Table 3: RF Port to WAN mapping 

Bottom Row 

(1) SERIAL A Port ï RS 232 / RS 485, serial comms, software configurable  

(1) SERIAL B Port ï RJ45 ï RS 232 serial comms 

(1) Console Port ï TTL-level system console serial interface 

 

Serial pinouts are given below, and in the table that follows. 

 

 

Figure 5: Serial Port Pinout - 

RS232 (Serial) 

 

Figure 6: Serial Port Pinout ï 

RS485 (Modbus) 

 

 

Figure 7: Serial Port Pinout ï 

RS232 (Console) 

 

NOTE: The pin-outs shown may not match all devices as there is no standard for pin connections 

or levels for RS232 on RJ45 8-pin modular connectors. RS422 serial over RJ45 requires a separate 

converter.  

See Also: Serial Configuration 

  



 

11 

 

 

Pin  RS232 

(serial)  

RS485 

(ModBus) 

RS232 

(console) 

1 - - RTS 

2 - - DTR 

3 - - TXD 

4 GND GND GND 

5 TXD - GND 

6 RXD Modbus B RXD 

7 RTS - DSR 

8 CTS Modbus A CTS 

Table 4: Common Serial pinouts 

 

 

 (1) Alarm / Power Connector ï Door alarm / tamper sensor inputs and DC power. 

Alarm connection is a dry contact. 

 

Figure 8: Alarm / Power Connections 

Rear Panel 

 
Figure 9: Rear Panel - Note center screw holes for DIN-rail mount accessory 
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Hardware 
 

The E1500 unit consists of two primary circuit boards: A Gateway processor card and a 

power/interface card. The Power/Interface card includes a wideband DC power supply 

that converts prime input power into the voltages required for the processor and 

peripherals. The Power/Interface card also includes circuitry to convert serial data 

signals into EIA-561 compatible serial via an RJ-45 connector. The unit can be powered 

through the front panel terminal block connector (9-60VDC) or through 802.3af PoE via 

Ethernet 1.  

 

The E1500 leverages a dual core ARM Coretex-A9 processor to control all peripherals 

and run edge intelligence applications. The unit comes standard with 1 GB RAM and 8 

GB eMMC flash storage. There are two 10/100/1000 Ethernet ports, two serial, and 

three peripheral expansion slots.  

 

Three peripheral expansion slots include two mini-PCI express (mPCIe) and one m.2 

form factor. A variety of cards are commercially available to enable communications 

over a wide range of interfaces. 

 

The i.MX6 ARM Cortex-A9 processor is used to connect the serial and Ethernet ports to 

peripherals placed in these expansion slots. The Gateway processor card also includes 

onboard GPS, a gyro, and encryption co-processor. 

Software 

The E1500 unit is based on the OpenWRT Linux operating system. The operating 

system runs on top of a secure file system that includes secure boot and encryption. 

 
Figure 10: Software Architecture 
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The device comes configured with a suite of tools and services to enable Distribution 

Automation (DA), Smart Networking, and Network Function Virtualization. 

 

The software supports an edge intelligence framework that can run 3rd party 

applications. The Linux operating system is customized with advanced features to 

enable secure resource allocation and isolation, which provide the foundation for 

containerizing these applications. 

Accessories 

A range of accessories are available including connectors, mounting, antennas, and 

more. Contact your sales representative at sales@council-rock.com for more 

information. 

Model Options 

All E1500s include Public/Private LTE.  

 

Optional communications include LTE-CBRS, LTE Cat-M/NB-IoT, Private Enterprise 

Broadband 900MHz 3+3MHz FDD, and 2.5/5 GHz WiFi. See Model Options for 

specifics. 
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Configuration 

Initial Setup 

Unpacking  

Check the contents against the packing list secured to the outside of the box when 

unpacking. Council Rock recommends saving all shipping materials in case the unit 

needs to be returned. Contact Council Rock Support for assistance or notification of any 

issues. 

Connect 

1. Connect RF Antenna(s) and GPS antenna to the unit  

2. Insert SIM card(s) - see Appendix A for details 

3. Connect DC power to the power block  

4. (Optional) Attach Alarm sensors to the power block 

5. Attach the power block to the front panel  

6. Plug in the power supply. The E1500 will boot 

7. Front panel LED changes state based on network connection status 

 
Figure 11: Unit Connections   

Note that front panels differ across models. Panel shown is an example. 
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Web Admin 

1. Connect a standard Ethernet cable from your PC to Ethernet 1 on the front panel. 

2. The unit should receive an IP address in the 10.0.0.0/24 range from the DHCP 

server. If not, configure the PC interface with a static IP in the 10.0.0.0/24 subnet, 

except 10.0.0.1 which is used by the Ethernet 1 interface.  

3. Using a web browser, navigate to https://10.0.0.1. Confirm the security exception 

when it appears in the browser -- the E1500 is factory-configured with a self-

signed certificate for its web server. 

4. At the login screen, access the Web Admin Interface with the username and 

password provided. Note: after three failed logins, the root user is blocked for 

300 seconds between successive login attempts. All other users are blocked for 

30 seconds between successive login attempts. 

 

 
            Figure 12: Login Screen 

 

5. For each SIM card installed, an Access Point Name (APN) must be configured. 

To configure the APN, use the SIM Slot Mapping Table shown below. 

 

SIM Slot L8N LW 8NW, 8W 

Slot1 
wan_a 
SIM1 
APN1 

wan_a 
SIM1 
APN1 

wan_b 
SIM1 
APN1 

Slot2 
wan_b 
SIM2 
APN1 

wan_a 
SIM2 
APN2 

wan_b 
SIM2 
APN2 

Table 5: SIM Slot Mapping Table 

 

 

a. Navigate to Network > Interfaces 

b. For Model L8N  

i. On the General Settings tab, click EDIT on WAN_A  

1. Enter SIM1ôs APN in the APN1 field. Click SAVE 

ii. Back on General Settings, click EDIT on WAN_B 

1. Enter SIM2ôs APN in the APN1 field. Click SAVE 
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c. For Model LW 

i. On the General Settings tab, click EDIT on WAN_A 

1. Enter SIM1ôs APN in the APN1 field 

2. Enter SIM2ôs APN in the APN2 field. Click SAVE 

d. For Models 8NW and 8W 

i. On the General Settings tab, click EDIT on WAN_B 

1. Enter SIM1ôs APN in the APN1 field 

2. Enter SIM2ôs APN in the APN2 field. Click SAVE 

e. Click SAVE & APPLY 

 

NOTE: Current SIM field is for SIM to interface assignment. It is 

not used for assigning APNôs to SIMs.  

 

Figure 13: SIM Card APN Entry for E1500 Model L8N  

 

 
Figure 14: SIM Card APN Entry for Model LW 

 
Figure 15: SIM Card APN Entry for Models 8NW / 8W 
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Troubleshooting 

 

After completing the procedure in ñConnectò above, the E1500 should display a solid 

green light and be ready to use. If it is not, connect to the web admin using the 

procedure in ñWeb Adminò above, and review these troubleshooting steps: 

1. Navigate to Status > LTE > Overview and identify the WAN interface you expect 

to use. Much useful information is displayed on this page. 

2. Confirm that the connection state is ñconnectedò, and the operator is the 

expected provider. If not, verify the device information. If you do not see an 

ICCID or IMSI, there may be an issue with your SIM card or with the APN 

configuration which is associated with your SIM card. 

3. If your device information appears correct, but you are not connected to your 

expected operator, navigate to the Scan tab. Run a network scan for the 

interface through which you are expecting to connect, and verify that the modem 

is able to see the network to which you are expecting to connect. 

4. If your connection state, operator, and signal quality all check out, double-check 

the Bearers tab to verify the unit has received an IP address. 

5. Navigate to Network > Interfaces and select Edit next to the interface through 

which you are attempting to connect. On the General Settings tab, verify that 

the correct APN has been entered. On the Firewall Settings tab, verify that the 

firewall zone is set to ñwan.ò See Network > Firewall 

6. Navigate to Network > Interfaces and select Edit next to the interface through 

which you are attempting to connect. On the General Settings tab check 

whether the interface IP Type is set to IPv4-only, IPv6-only, or both. IPv4-only 

setting is recommended unless IPv6 is required.  

Settings and Web Admin Interface 

The unit settings are managed through the Web Admin Interface, accessible through a 

web browser as described in Initial Setup. The unit settings are grouped by function as 

follows: 

 

 STATUS 

 SYSTEM 

 VPN 

 SERVICES 

 NETWORK 
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Menus are organized by function in the left sidebar. Submenus for each function are 

accessible via Tab headings in the main window. 

STATUS 

The Status menus display current System Status Overview and status details of GPS / 

Firewall / LTE / Routing / Logging / Processes / Load Balancing. Real-time graphs of 

system performance are available here as well. Status menus are useful for gathering 

system info and/or troubleshooting. User input is generally not expected on the Status 

menus. Each menu is summarized in the following subsections. 

Overview  

The System Status Overview is displayed, including system information regarding 

hardware and software version, memory utilization, active connections, active DHCP 

leases, and Multi-Wide Area Network (MWAN) interfaces. 

 

Provides System info: Hardware, Software version, Uptime, Memory usage, and 

IP/DHCP info for the active network. 

 

 
Figure 16: Status > Overview 
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GPS 

Information retrieved from the E1500's GPS connection is displayed. This includes the 

last known GPS location and time. 

 

  
Figure 17: Status> GPS 
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Firewall 

A complete list of active Firewall rules is displayed in this menu, with real time data 

regarding network traffic handled by these rules.  

 

IPV4 and IPV6 are separately displayed by selecting the Tab at the top of the main 

window.  

 

Firewall rules are shown at the WAN and LAN level for Inputs, Outputs, Forwarding, 

Rejection, and Quality of Service (QoS). Rules are sorted into Tables by FILTER / NAT / 

MANGLE / RAW. Firewall NAT tables apply to IPv4 only. 

 

Each rule entry describes the rule via the target, protocol, input interface, output 

interface, source IP address or IP address range, and destination IP address or IP 

address range. Each rule entry also displays options and comments, if any. Finally, 

each rule entry displays the number of packets and amount of traffic handled by the 

rule. 

 

 

 
Figure 18: Firewall Menus 
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LTE 

Displays information on the state of LTE modems and connections. 
 

Submenus are accessible at the top of the LTE menu for displaying an overview of LTE 

WAN connections, connection status and network info. 
 

The Overview tab provides connection status for each modem present, including 

connection state, registration state, and operator information, as well as device 

information for each modem present, including Integrated Circuit Card Identifier (ICCID), 

International Mobile Subscriber Identity (IMSI), and International Mobile Equipment 

Identity (IMEI). 

 

Connection States - LTE modem is: 

1. Connected: connected the network provider 

2. Connecting: attempting to activate the connection to the network provider 

3. Disconnecting: deactivating the connection to the network provider 

4. Disabled: not enabled and is powered down 

 

Registration States - LTE modem is: 

1. Registered: registered with network provider; data connections may be available 

for use 

2. Idle:  not registered, not searching for a new network provider to register with  

3. Searching: not registered, searching for a new network provider to register with. 

 
 

 
Figure 19: Status > LTE > Overview 

 

Signal Quality is shown as a percentage in the range from 0-100%, where higher 

percentage indicates better signal quality. Signal quality is based on the LTE radioôs 

RSSI level. In general, signal quality above 40% is usable. 
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The Bearers tab provides information on each LTE bearer network established for each 

modem present, including interface status, IPv4 and/or IPv6 network information, and 

data transmission statistics.  

 

 
Figure 20: Status > LTE > Bearers  

Interface: wwan0 (wireless WAN 0): the network interface created by the modem 

 

The Signal tab provides information for each modem present for the active band, 

channel, and cell, as well as quality information for the RF signal.  

 

ǒ RSSI: Received Signal Strength Indicator. Provides measurement of power 

received by the radio modem in the frequency band, including noise. 

ǒ RSRP: Reference Signal Received Power. Provides measurement of power of 

the LTE Reference signals spread over the full bandwidth and narrowband. 

ǒ RSRQ: Reference Signal Received Quality. Provides measurement of the quality 

of the signal considering not only RSSI but also the number of used Resource 

Blocks 

ǒ SNR: Signal to noise ratio. Provides measurement of the ratio of the power of the 

signal of interest to the average noise power within a specified bandwidth. 
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Signal quality level with respect to RSRQ thresholds (Referenced from TIA TSB-88.4 

standards) 
 

Signal Quality Level RSRQ 

Excellent  -10 

Good -10 to -15 

Fair -15 to -20 

Poor < -20 

Table 6: Signal Quality categories by RSRQ 

 

 

 
Figure 21: Status > LTE > Signal 
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Finally, the Scan tab provides a tool for the user to perform a network scan for time 

intervals from 30 to 90 seconds using any system modems, listing carriers detected by 

modem. 

 

 
Figure 22: Status > LTE Scan: Cellular Network Scanning Tool 

 

Routes 

Displays information on currently configured routing rules. The rules are divided into 

IPv4 and IPv6. An ARP table and an IPv6 neighbors table are also provided. 

 

 
Figure 23: Status > Routes 
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System Log 

The operating system log output is displayed. 

 

 
Figure 24: Status > System Log 

Kernel Log 

The operating system kernel log is displayed. 

 

 
Figure 25: Status > Kernel Log 

  



 

26 

 

Processes 

A list of currently running system processes is displayed, including process ID (PID), 

owner, command, and CPU / memory usage. To quit a process, action buttons are 

given for "Hang Up" and, to forcibly quit an unresponsive process, the more aggressive 

"Terminate" and "Kill". 

 

 
Figure 26: Status > Processes 
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Realtime Graphs 

Displays live graphs of system performance.  

 

The Load tab displays a live graph of the queue of processes handled by the CPU, as 

well as average and peak loads for the past 1, 5, and 15 minutes. Note that in a single 

core CPU, a load of 1.0 is considered fully loaded.  

 

 
Figure 27: Status > Realtime Graphs > Load 

The Traffic tab shows a live graph of inbound and outbound traffic as well as a table of 

average and peak inbound and outbound traffic. At the top of the graph is a selectable 

list of interfaces that the user can select.  

 

 
Figure 28: Status > Realtime Graphs > Traffic 
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Finally, the Connections tab provides a live graph of network connections, divided into 

TCP, UDP, and others, including averages and peaks. A table lists each active 

connection, its protocol, source, destination, and amount of data transferred.  
 

 
Figure 29: Status > Realtime Graphs > Connections 

Load Balancing 

Provides information on MWAN interfaces. The Interface tab lists all available MWAN 

interfaces and their status.  

 

 
Figure 30: Status > Load Balancing > Interface 
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MWAN interfaces are the interfaces participating in a configured load balancing 

process. See LAN to WAN Traffic or Radio Module Failover use cases for details on 

how to configure these interfaces. 
 

The Detail tab provides information from the operating system on interface status, IPv4 

and IPv6 policies, and connected IPv4 and IPv6 networks.  

 

 
Figure 31: Status > Load Balancing > Detail 

 

The Diagnostics tab includes basic tools for testing MWAN interfaces (Gateway ping, 

Ping tracking IP, Check IP rules, Check routing table, Hotplug ifup, Hotplug ifdown).  

 

o Gateway Ping: Pings the interface gateway IP address defined 

for the WAN interface associated with the MWAN interface 

o Ping tracking IP: Pings the ñTracking hostname or IP addressò 

defined on Network > Load Balancing > Interfaces 

o Check IP rules: Displays which routing table the MWAN 

interface will use to route traffic   

o Check routing table: Displays the routing table defined for the 

WAN interface associated with the MWAN interface 

o Hotplug ifup: Enables the specified MWAN interface  

o Hotplug ifdown: Disables the specified MWAN interface 
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Figure 32: Status > Load Balancing > Diagnostics 

 

The Troubleshooting tab shows the operating systemôs output after running diagnostic 

commands. Information on network interfaces, active routes, routing, and firewall rules 

can be inspected on the output display.  

 

 

 
Figure 33: Status > Load Balancing > Troubleshooting
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SYSTEM 

System menus provide access to the unitôs settings. Here the user can rename the unit 

and set the administrator password and time settings. Firmware backups/updates are 

handled here as well as installation and removal of software packages, system startup 

tasks and recurring tasks. LED status indicators can be configured, and serial port 

protocols can be set. Advanced users can configure and execute custom commands 

(shell commends) defined by an admin user. Finally, the user can perform a soft reboot 

on the unit from the System menus. 

System 

The System submenu provides access to overall unit settings. The General Settings 

tab lets the user set time, hostname, and time zone. The Logging tab has settings for 

the log buffer size, log output level, and log file save location. The Language and Style 

tab lets the user set the GUI theme and language.  
 

 
Figure 34: System > System > General Settings 

 

 
Figure 35: System > System > Logging 
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Figure 36: System > System > Time Synchronization 

 

 
Figure 37: System > System > Language and Style 
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Administration 

Usernames and passwords are configured in the Administration submenu.  
 

The Router Password tab lets the user change the deviceôs root password. The root 

user is currently the only user who can access the GUI. Future firmware revisions will 

allow other users to access the GUI. 

 

 
Figure 38: System > Administration > Router Password 

 

The SSH Access tab lets the user enable or disable general users and/or the root user 

over SSH with password authentication. SSH can also be restricted via access to a 

specified interface & port.  
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When the ñPassword authenticationò box is checked, all users except órootô will have 

password authenticated access to the unit via SSH.  

When the ñAllow root login with passwordô box is checked, only the órootô user will have 

password authenticated access via SSH. 

 

 
Figure 39: System > Administration > SSH Access 

 

 

The SSH-Keys tab displays uploaded SSH public keys, and lets you upload an SSH 

public key to access SSH using public-private keypair authentication. 

 

 
Figure 40: System > Administration > SSH-Keys 
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Software 

Displays free space on the device, and allows the installation, removal, and updating of 

software packages. The Available tab shows packages available through the 

configured package manager. The Installed tab shows currently installed packages and 

allows for their removal. The Updates tab shows installed packages with available 

updates and lets the user update to the latest version. 

 

Warning: Installing new packages is intended only for Advanced Users. 

 

 
Figure 41: System > Software 

To configure OPKG, click on the ñConfigure OPKGò option. The following screen will 

pop up. 

 

 
Figure 42: OPKG Configuration 
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On the OPKG configuration screen, go to the last section ñopkg/disfeed.confò and 

change the default repository to the desired repository where you are hosting the 

packages you would like to install. Click save after you are done.  

 

 

 

Click on ñupdate listò to show the available packages in the newly configured repository. 

After that point you can install new packages from the list by clicking the ñinstall...ò 

button and then clicking on ñinstallò on the new pop up window  

 

Warning: ñUPDATE LISTò will trigger the unit to connect to a remote 

server to query availability of software packages. 

 

 

 

 
Figure 43: Install new packages. 
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Figure 44: Detailed list of packages (example: block-mount) 

 

 

Clicking óINSTALLô will show software details as in the example óblock-mountô package 

shown above. Software details including Version, Size, and Dependencies are 

displayed. A description of the software package is shown at the bottom. The option to 

overwrite files from other package(s) is selectable by a check box. From this dialog, the 

user can select CANCEL to go back or INSTALL to install the software package. 
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Startup 

The Startup submenu lets the user configure startup and initialization programs.  

 

The Initscripts tab displays a list of the available initialization scripts, their priorities, 

and whether they are enabled or disabled (for run on startup). You can also toggle the 

scripts between enabled and disabled, and manually start, restart, or stop a script.  

 

 
Figure 45: System > Startup > Initscripts 

 

The Local Startup tab lets the user enter a custom shell script, to be executed after the 

enabled system initialization scripts listed on the Initscripts tab. 
 

 
Figure 46: System > Startup > Local Startup 



 

39 

 

Warning: Custom Shell Scripting is intended only for Advanced 

Users. 

Scheduled Tasks 

Here the user can set up ñcron jobsò - recurring tasks which are configured to run on a 

set schedule. 

 

 
Figure 47: System > Scheduled Tasks 

 

Warning: Cron Jobs are intended only for Advanced Users. 

 

LED Configuration 

The status LED is a red/green LED that can be customized to the userôs preferences.  

The LED Configuration screen lists LED behaviors (actions) and lets the user edit, 

delete, and reorder them.  

 

 Important: LED configurations are overridden by LTE 

status indicators. If the E1500 unit has an active LTE interface, the 

LED actions shown on this screen will not apply. See Table 1 for 

LTE status indicators. 
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Since the status LED contains a green and a red LED, each color can be configured to 

its own action. For maximum clarity, a simple green óalways onô power indicator is 

typical. Multiple actions can be configured but for simplicity we recommend no more 

than a one-to-one mapping of a color to an action (maximum of two actions in the list). 

 

A new LED action can be added by clicking ñAdd LED Action ñ. To edit an existing 

action, click ñEDIT.ò Whether adding a new action or editing an existing action, the input 

fields are the same: 

Name: Label the action. For clarity, we suggest ñLED Color - action nameò 

 LED Name: select ñuser1ò for Green, ñuser2ò for Red.  

 Default state: check = on, no check = off 

 Trigger: selected from the dropdown list  

 

LED triggers are selected from the following options:  

defaulton - Always ON 

Heartbeat - Flash to simulate a heartbeat  

mmc0 - ON when SD card is accessed. 

netdev - Flash with link status / send & receive activity 

requires additional selections for device (from a dropdown list) and 

Trigger Mode (Link / Transmit / Receive - multiple selections 

allowed) 

none - Always OFF 

timer - Blinks at a specified rate 

specify On-State Delay and Off-State delay in milliseconds. For 

example, to turn the LED on for one second and blink off for a half-

second, On-State Delay = 1000 and Off-State Delay = 500 

usbdev / usbport - ON when a specified USB device or port is 

connected 

usbdev / usbport requires selecting a USB device or port from the 

dropdown 
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Figure 48: System > LED Configuration 

 

The example configuration shown above is set up for a green óalways onô power 

indicator with a simultaneous red LAN1 send/receive indicator. Note that the red LED in 

this example will act the same as the existing ethernet port LED - and therefore is not a 

recommended LED action based on the rule of thumb of simplicity. 

 

ñNetdevò trigger settings for the red LED action are seen below. 

 

 
Figure 49: System > LED Configuration: netdev example 
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Backup / Flash Firmware 

This menu gives access to the unit firmware.  
 

The Action tab lets the user backup and restore firmware.  

 

ǒ GENERATE ARCHIVE: download a backup archive to your computer 

ǒ PERFORM RESET: reset the unit back to default settings (factory reset) 

ǒ UPLOAD ARCHIVE: upload a backup saved on your computer to the unit 

ǒ Choose mtdblock / SAVE MTDBLOCK: download backup partition info (do not 

use unless you are familiar with mtdblocks) 

ǒ FLASH IMAGE: manually flash a firmware update 

 

 
Figure 50: System > Backup/Flash Firmware: Actions 

 

 

 

 Warning: mtdblocks (seen in Fig 37) is a Linux method of 

interacting with Flash memory via a simple Flash Transition Layer 

(FTL) within a Linux Memory Technology Device (MTD) 

subsystem. Use of mtdblocks is recommended only for advanced 

users familiar with this Linux concept. 
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The Configuration tab gives the user the option to specify files and directories to be 

preserved when flashing new firmware. 

 

 
Figure 51: System > Backup/Flash Firmware: Configuration 
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Custom Commands 
 

Allows for setup and execution of custom commands. These can be any applicable 

Linux command typically run from a command line interface. As such, these commands 

should only be performed by an advanced user. 
 

The Dashboard tab displays currently configured custom commands and provides a 

button to run the command. Clicking RUN will display the command output at the 

bottom of the page when the command has completed.  

 

 
Figure 52: System > Custom Commands > Dashboard 

NOTE: commands shown are provided as examples. A new unit will not have custom commands set up. 

 

 

Figure 53: System > Custom Commands > Dashboard 

Showing results of ósudo ping google.com -c5ô command 
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The Configure tab lets the user add new custom commands and edit and delete 

existing ones. 

 

 

Warning: Custom Commands are intended only for 

Advanced Users. 

 

 
Figure 54: System > Custom Commands > Configure 

 
 

Reboot 

Lets the user perform a Reboot. This is a soft reboot, which restarts the unit and all 

components without removing power. 

 

 
Figure 55: System > Reboot 
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VPN 

The VPN menu lets the user configure Virtual Private Network (VPN) settings using 

IPSec and OpenVPN. For details on these see two VPN options see  

https://openvpn.net/ and https://www.strongswan.org/. 

 

IPSec 

 

Under IPSec there are two main tabs. Status shows the status of all active IPSec 

configurations and Config lets the user configure IPSec Connections, Tunnels, and 

Ciphers. 

 

 
Figure 56: VPN > IPSec: Status 

 

https://openvpn.net/
https://www.strongswan.org/
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Figure 57: VPN > IPSec: Config 

NOTE: VPN > IPSec: Configure window is the same as the main IPSec window 

 

IPSec is a secure network protocol for encrypting communications between two points, 

the client and server. To create a configuration there are three steps:  

1. define the cipher proposal for authentication 

2. define the tunnel parameters for encryption and  

3. create the vpn session. 

 

In the cipher proposal window, the suite of algorithms to use for authentication phases 

parameters are defined: the encryption algorithm, the integrity algorithm and the Diffie 

Hellman group. Supported options are listed in the drop-down menus. 
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Figure 58: IPSec Cipher proposal 

 

In the Tunnels configuration window, the next set of parameters define the local and 

remote networks along with a phase 2 proposal. These settings define the networks of 

the two ends of the tunnel, and the authentication method is selected (pre-shared key or 

X.509 certificates). 

 

 
Figure 59: IPSec Tunnel configuration 

 

The last step in setting up a VPN with IPSec encryption is defined in the Connections 

window. Here, peer network information (detailing the other end of the VPN tunnel) is 

entered, and the Cipher (Phase 1) Proposal and Tunnel are selected. 
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Figure 60: IPSec Connection configuration 

OpenVPN 

OpenVPN is an open-source VPN protocol that executes virtual private network (VPN) 

techniques for producing safe site-to-site or point-to-point connections in remote access 

facilities and bridged or routed configurations. 

 

The OpenVPN menu displays a list of configured VPNs and their current states and 

allows the user to enable, start/stop, add, edit, or delete VPNs.  

 

Create a new configuration with the Template-based configuration dialog by giving the 

new configuration a name, selecting a template, and clicking ADD. The new 

configuration appears in the OpenVPN Instances list and can be edited by clicking 

EDIT.  
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OpenVPN Templates provided are: 

ǒ Client configuration for an ethernet bridge VPN populates basic settings for a client 

VPN session where the IP network of the server will be extended to the tunnel interface 

assigned to this VPN session. The kernel virtual network device is set to TAP which is 

an Ethernet level (layer 2) and acts like a switch. 

ǒ Client configuration for a routed multi-client VPN populates basic settings for a client 

VPN session where the kernel virtual network device is set to TUN, which works at 

network level (layer 3) and routes packets on the VPN 

ǒ Simple client configuration for a routed point-to-point VPN populates basic settings 

to set a TUN kernel network device to create a client VPN connection to connect to a 

server in a point to point configuration. Traffic needs to be routed by the server and the 

client independently.  

ǒ Server configuration for an ethernet bridge VPN populates basic configuration to 

setup a server to allow clients to connect setting the kernel network device to TAP. 

ǒ Server configuration for a routed multi-client VPN populates basic configuration to 

setup a server to allow clients to connect setting the kernel network device to TUN. The 

clients get network configuration settings and routes from the server 

ǒ Simple server configuration for a routed point-to-point VPN populates basic 

configuration settings to set the E1500 as a server VPN configuration to connect to only 

one client. The kernel network device is set to TUN. 

 

Configuration files for these templates are shown below: 

 

# 

# Ethernet bridge client  

# 

config openvpn_recipe client_tun  

 option _description  "Client configuration for an 

ethernet bridge VPN"  

 option _role   "client"  

 option client   "1"  

 option dev   "tap"  

 option remote   "vpnserver.example.org 1194"  

 option ca    "ca.crt"  

 option cert   "my_client.crt"  

 option key   "my_client.key"  

 option dh    "dh1024.pem"  

 option ns_cert_type  "server"  

 option keepalive   "10 120"  

 option comp_lzo   "1"  

 option nobind   "1"  
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# 

# Routed client  

# 

config openvpn_recipe client_tun  

 option _description  "Client configuration for a 

routed multi - client VPN"  

 option _role   "client"  

 option client   "1"  

 option dev   "tun"  

 option remote   "vpnserver.example.org 1194"  

 option ca    "ca.crt"  

 option cert   "my_client.crt"  

 option key   "my_client.key"  

 option dh    "dh1024.pem"  

 option ns_cert_typ e "server"  

 option keepalive   "10 120"  

 option comp_lzo   "1"  

 option nobind   "1"  

 
 

# 

# Routed point - to - point client  

# 

config openvpn_recipe client_tun_ptp  

 option _description  "Simple client configuration for 

a routed point - to - point VPN"  

 option _role   "client"  

 option dev    "tun"  

 option remote   "mypeer.dyndns.org"  

 option port   "1194"  

 option ifconfig   "10.0.0.2 10.0.0.1"  

 option secret   "shared - secret.key"  

 option nobind   "1"  

 
 

# 

# Multi - client ethernet bridge server  

# 

config openvpn_recipe server_tun  

 option _description   "Server configuration for 

an ethernet bridge VPN"  

 option _role    "server"  

 option dev     "tap"  

 option port    "1194"  

 option server_bridge   "192.168.1.1 255.255.255.0 

192.168.1.128 192.168.1.254"  

 option ca     "ca.crt"  

 option cert    "server.crt"  

 option key    "server.key"  

 option dh     "dh1024.pem"  

 option client_to_client  "1"  

 option keepalive    "10 120"  

 option comp_lzo    "1"  
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# 

# Routed multi - client server  

# 

config openvpn_recipe server_tun  

 option _description   "Server configuration for 

a routed multi - client VPN"  

 option _role    "server"  

 option dev     "tun"  

 option port    "1194"  

 option server    "10.0.100.0 255.255.255.0"  

 option ca     "ca.crt"  

 option cert    "server.crt"  

 option key    "se rver.key"  

 option dh     "dh1024.pem"  

 option client_to_client  "1"  

 option keepalive    "10 120"  

 option comp_lzo    "1"  

 

# 

# Routed point - to - point server  

# 

config openvpn_recipe server_tun_ptp  

 option _description  "Simple server configuration for 

a routed point - to - point VPN"  

 option _role   "server"  

 option dev    "tun"  

 option port   "1194"  

 option ifconfig   "10.0.0.1 10.0.0.2"  

 option secret   "shared - secret.key"  
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New VPNs can be uploaded from an OpenVPN configuration file, or by using one of the 

provided VPN templates. Note that when using template configuration, the user must 

edit the VPN after creation to provide the required information. However, this option is 

only for client configurations. 

 

Use the ñOVPN configuration file uploadò dialog to name the new configuration and click 

UPLOAD. The new configuration appears in the table. 

 

 
Figure 61: VPN > OpenVPN 
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SERVICES 

The Services submenus give access to the following settings: 
 

ǒ Serial Gateway - Includes drop down options for Gateway types: 

ƺ Distributed Network Protocol (DNP3) Gateways 

ƺ Modbus Gateways - Modbus is a standard industrial Programmable Logic 

Controller (PLC) communication protocol over a serial interface. 

ǒ SNMPD - Simple Network Management Protocol (SNMP) is an Internet Standard 

protocol for device management over IP networks. SNMPD is the Linux-based 

SNMP agent that binds to a port and listens for requests from SNMP 

management software. 

Serial Gateways 

Allows the user to set the serial communication protocol for the Serial A interface. The 

protocols supported by this interface are RS232, RS485 Half Duplex, and 

RS422/RS485 Full Duplex. The table below shows a basic comparison between these 

three protocols.  

 

 
Table 7: Serial Configuration 

 

The Serial B interface only supports the RS232 protocol.  
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Figure 62: System > Serial Configuration 
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SNMPD 

Provides for Simple Network Management Protocol (SNMP) configuration via SNMP 

agents, SNMP traps, and SNMP informs, to manage the device over the network. 

SNMP is implemented via the Linux daemon net-snmpd. For more information on 

configuring SNMPD, see http://net-snmp.sourceforge.net/wiki/index.php/Snmpd. 

 

 

 
Figure 63: Services > SNMPD 

  

http://net-snmp.sourceforge.net/wiki/index.php/Snmpd
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NETWORK 

Interfaces 

Displays information on and allows the configuration of the unitôs network interfaces. 

Each interface is listed with information including protocol, uptime, MAC address, 

transmitted and received data, and IPv4/IPV6 address and netmask (if applicable). The 

user can add / edit / delete interfaces and stop or restart active interfaces. 

 

 

 
Figure 64: Network > Interfaces 

 

 

To add interfaces, enter a name, select a protocol, and select the physical interface 

(multiple interfaces if bridging). Additional options can be accessed by editing the 

interface once created, such as the protocol to use and whether to bring up the interface 

automatically on boot. 
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Available Options on the Interface editing 

dialogue vary depending on the selected 

protocol. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
Figure 65: Interfaces > Advanced Settings 

 

 

  

Static Access protocol gives 

access to DHCP Server menus 
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Figure 66: Interfaces > LANx > General Settings 

 

 
Figure 67: Interfaces > LANx > Advanced Settings 

 

On the Physical Settings tab, the user can select whether to bridge physical interfaces, 

and select the physical interface (or interfaces, in the case of a bridge). If bridging is 

enabled, the user can enable/disable STP and IGMP snooping. 

 

Bridging physical interfaces allows all ports in the bridge to act as a single network.  
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By enabling bridging, we can combine, for example, the WiFi (WLAN) interface(s) with 

the wired LAN ports to create a single logical network. We can also combine the two 

ethernet ports if desired. 

 

 
Figure 68: Interfaces > LANx > Physical Settings 

 

On the Firewall Settings tab, the user can create / assign the interfaceôs firewall- zone.  

 

The router Firewall collects interfaces into ófirewall-zonesô to filter traffic. A firewall-zone 

can be configured to any set of interfaces but generally there are at least two zones:  

ǒ lan - to collect LAN interfaces  

ǒ wan - to collect WAN interfaces 

 

A minimal router firewall configuration typically consists of one section, at least two 

firewall-zones (lan and wan), and one forwarding to allow traffic from LAN to WAN. 

 

 
Figure 69: Interfaces > Firewall Settings 
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Wireless (Available on ñWò units) 

Displays active wireless networks and associated stations. Wireless network interfaces 

can be enabled / disabled / restarted / added / edited / removed.  

 

 
Figure 70: Wireless > Overview 

 

 

A Restart button can be used to restart the wireless interface.  

 

A Scan button starts a network scan for detectable wireless networks, displaying signal 

strength, SSID (network name), encryption type, and other network information.  

 

The Join Network button opens a dialogue to connect to a network. If the network is 

encrypted, authentication credentials are required to join. 
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When adding / editing a wireless network, the Edit wireless network dialogue is 

displayed. The General Setup tab (located on the top card of the Edit wireless network 

dialogue) lets the user enable or disable the network, select the frequency band and 

channel, and set maximum transmit power.  

 

 
Figure 71: Wireless > Wireless Network > General [Top Card] 

 

The Advanced Settings tab (located on the top card of the Edit wireless network 

dialogue) allows the user to set a non-default country code, toggle allowing legacy 

802.11b rates, set up distance optimization, change fragmentation and RTS/CTS 

thresholds, and set the beacon interval. The user can force 40MHz channels, bearing in 

mind that this is non-compliant with IEEE 802.11n-2009. 

 

 
Figure 72: Wireless > Wireless Network > Advanced [Top Card] and General Setup [Bottom Card] 
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Configuration options available on the bottom card of the Edit wireless network dialogue 

vary depending on the wireless mode configuration.  

 

A common configuration, for example, is to configure the unit as a wireless access 

point. To set this up, under the General Setup tab (located on the bottom card of the 

Edit wireless network dialog) use the following options: 

 

Mode Access Point 

ESSID Network name as it appears on client devices. 

Network The network(s) to attach to the wireless interface. 

Hide ESSID Check to hide the network 

(requiring manual SSID entry to connect) 

WMM Mode Check to enable WiFi Multimedia (WMM) mode  

(prioritizing multimedia packets for quality of service) 

Table 8: Wireless Access Point Typical Setup Options 

 

 

Under the Wireless Security tab (located on the bottom card of the Edit wireless 

network dialog), the user can configure network security settings. Configuration options 

vary based on encryption type selected. We recommend using a strong security WPA2 

encryption.   
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The most common is WPA2-PSK password-based encryption. After selecting ñWPA2-

PSK (strong security)ò from the dropdown, the user can enter the Key (password), and 

optionally enable WPS push button authentication.  

 

 
Figure 73: Wireless > Wireless Network > Wireless Security [Bottom Card] 

 

Alternatively, if a RADIUS authentication server exists on the network, the user can 

select ñWPA2-EAP (strong security)ò from the dropdown to set up RADIUS 

authentication. Follow these steps to set up RADIUS: 

 

1. Enter the RADIUS serverôs IP address for Radius-Authentication-Server, and the 

port number for Radius-Authentication-Port, (if different from the default).  

2. Add the pre-configured password to Radius-Authentication-Secret.  

3. If the RADIUS authentication system uses a different server for accounting, enter 

the serverôs IP address and port (if different from the default), as Radius-

Accounting-Server and Radius-Accounting-Port.  

4. Enter the accounting password as Radius-Accounting-Secret.  

5. If the DAE client differs from your RADIUS server, enter the DAE clientôs IP 

address and port (if different from the default) as DAE-Client and DAE-Port, and 

the DAE clientôs password as DAE-Secret.  

6. Optionally, set a NAS ID.  

 

For both WPA2-PSK and WPA2-EAP encryption, the user has the option to select a 

cipher, and configure 802.11r fast translation, 802.11w management frame protection, 

and key reinstallation countermeasures.  
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Under the MAC-Filter tab (located on the bottom card of the Edit wireless network 

dialogue), the user can set up blacklist (do not allow) or whitelist (only allow) devices 

with specific MAC addresses.  

 

 
Figure 74: Wireless > Wireless Network > MAC-Filter [Bottom Card] 

 

Under the Advanced Settings tab (located on the bottom card of the Edit wireless 

network dialogue), the user can configure advanced settings for the wireless network 

such as preventing client to client communication and overriding the default wireless 

interface name. 

 

 
Figure 75: Wireless > Wireless Network > Advanced Settings [Bottom Card] 
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Bridge VLANs  

Allows the user to configure groups of ports as óvirtual LANsô  

 

The Status tab displays the status of the bridge interfaces and VLANs. 

 

 
Figure 76: Network > Bridge VLANs > Status 

 

The Configure tab lets the user enable bridge VLAN filtering and specify a bridge 

interface to use, and to add, edit, and delete bridge VLAN assignments.  

 

 

 
Figure 77: Network > Bridge VLANs > Configure 
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DHCP and DNS 

The DHCP and DNS menu lets the user configure Dynamic Host Configuration Protocol 

(DHCP) server and Domain Name System (DNS) forwarder options for local Network 

Address Translation (NAT) networks.  

 

The General Settings tab allows the user to set the general behavior for the DHCP 

server and DNS forwarder.  

 

 
Figure 78: Network > DHCP and DNS > General Settings 

 

The Resolv and Hosts Files tab lets the user specify configuration files for the DHCP 

server, specify a DHCP lease file, specify a DNS resolve file, and specify additional 

hosts files (in addition to the default /etc/hosts).  

 

 
Figure 79: DHCP and DNS > Resolv and Hosts Files 


































































































































