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NOTICE

Due to the nature of wireless communications, data delivery cannot be guaranteed.
Data transmission or reception may be corrupted, delayed, or lost. The E1500 product
should not be used in situations where failure of communications could result in damage
of any kind to the user or any other party. Council Rock assumes no liability for
damages resulting from delays or errors in data transmitted or received using the E1500
product, or for failure of the product to transmit or receive data.

SAFETY AND HAZARDS

This product is classified for Class | Div 2 locations. See also Certifications.

LIMITATION OF LIABILITY

The information in this manual is subject to change without notice by Council Rock.
Council Rock and its affiliates specifically disclaim liability for any and all direct, indirect,
special, general, incidental, consequential, punitive or exemplary damages including,
but not limited to, loss of profits or revenue or anticipated profits or revenue arising out
of the use or inability to use any Council Rock product, even if Council Rock and/or its
affiliates have been advised of the possibility of such damages or they are foreseeable,
or for claims by any third party.

Notwithstanding the foregoing, in no event shall Council Rock and/or its affiliates
aggregate liability arising under or in connection with the E1500 product, regardless of
the number of events, occurrences, or claims giving rise to liability in excess of the
purchase price of the E1500 product.

Copyright ©2020 Council Rock Enterprises, LLC.

CONTACT INFO

Sales sales@councilrock.com

Technical Support |techsupport@councilrock.com

Corporate Info https://councilrock.com
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Change Log

Name Revision |Date Description

J. Haynes [/ 1.0 5/19/2020 | Initial Document. E1500 Firmware v2.0.3 for 5 E1500

Huesing Models in D2

J. Haynes 1.0.1 8/3/2020 List & describe QoS Target options

J. Haynes / E. Castaing/ | 1.1.0 8/4/2020 Add Appendix A: Fundamentals & B: Use Cases

S. Singh / L. Courtney-

Holmes

Engineering & Products | 1.1.1 8/27/2020 | Text corrections & clarifications

Teams / L. Courtney-

Holmes

Engineering & Products | 1.1.2 9/4/2020 Additional content requests

teams/ L. Courtney-

Holmes

Engineering / Products 2.0.0 9/12/2020 | Revise for Firmware v2.3.1

teams Completed content requests from 1.1.2
Rewrite Use Cases for clarity

J. Haynes / S. Rajathadri |2.0.1 9/18/2020 | Clarifications: login timeout/lockout, RF Port mapping,
SIM mapping, LED config, Finalize released model
numbers. Misc. minor corrections. Added List of Figures.

J. Haynes / L Courtney- |[2.0.2 9/25/2020 | FCC Certifications updated

Holmes

J. Haynes 2.0.3 9/28/2020 | Model Numbers




Overview

E1500

Product Description

The Council Rock E1500 is a rugged edge computing device with LTE communications
capability and Remote Terminal Unit (RTU) protocol bridging features. It provides
wireless connectivity for a wide range of critical infrastructure applications including
Industrial 10T, Distribution Automation (DA), Distributed Intelligence, and Smart Cities.

Product Features

The E1500 is a Linux-based networking device featuring:

Hardware

Ruggedized carrier grade design

Dual-Core ARM Cortex-A9 32-bit microprocessor

1 GB DDR3 High Performance Random Access Memory (RAM)

8 GB High Performance Flash Memory

2 10/100/1000 Ethernet RJ45 Interface ports

1 RS232/RS422/RS 485 auto-sensing serial port for RTU device communications
1 RS232 serial port for RTU device communications

1 RJ45 console port for direct console communications with a PC

3 radio expansion slots

O¢ O¢ O« O¢ O« O¢ O« O¢ O«

Software

Open Source Linux Operating System

Edge Intelligence Framework

Networking & Security

Embedded Wireless & Wired Communications
Device Management Support

Over-the-Air update capability

O¢ O¢ O¢ O« O¢ O«

The E1500 can be configured with private/public carrier LTE, Cat-M/NB IoT, and WiFi
radios for local and wide area network connectivity. The unit also has an embedded
GPS receiver to obtain precision timestamps and location data.



The E1500 leverages OpenWRT Linux and includes several sophisticated software
packages tailored to Distribution Automation solutions, including:

O«

O«

O«

O¢ O«

Automatic Network Routing software that ensures connectivity of RTU devices to
connected networks through the serial and Ethernet ports.

IP Router/Firewall/VPN capabilities including BGP, MPLS, RIPv2, EIGRP, LDP,
IS-1S, OSPF, DMVPN, RPL, GRE, etc.

RTU command, control, and monitoring protocol translation software for standard
RTU communications protocols including DNP3 and MODBUS that intelligently
bridge legacy serial communications to the radio network.

Device management via SNMP and COAP

Device settings configured via a web browser based graphical user interface.
For advanced users, the admin interface is accessible through a secure shell
(SSH) console over Ethernet or WiFi (optional), enabling complete control of the
unit if necessary.



Product Details

Description
The E1500 is an edge computing WLAN device that connects end devices to the
enterprise network with multiple interface options.

Figure 2: Models E1500-LW, E1500-8W



Front Panel

A SERIAL B

Figure 3: Models E1500-L8N, E1500-8NW

Top Row

Figure 4: Models E1500-LW, E1500-8W

(1) Status LED 7 System status indicator for LTE models. (LEDs are configurable for
non-LTE models - see System > LED Configuration)

Appearance Status

Red Blinking System Active, Not joined to radio network
Green Blinking System Active, Joining radio network
Green Solid System Active, Joined radio network

Table 1: LED Status List

(2) Ethernet 1 / Ethernet 2 Connectors - 10/100/1000 Mbps, Ethernet autodetection

(4) RF Connectors #1-#4

(2) RF Connectors #5-#6 (on some models)

(1) GND Connector

Models

RF Connectors

E1500-LW,
E1500-8W

4

E1500-L8N
E1500-8NW

Table 2: RF Connectors by Model
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RF Port

8W

1 wan_a Main|wan_a Main|wan_a Main|wan_a Main

wan_b Main

wan_b Main

wan_a Aux |wan_a Aux [wan_a Aux |wan_a Aux |wan_b Aux

wan_b Aux

WiFi CH1 |wan_b Main|wan_c WiFiCH1 |wan_cLTE

WiFi CH1

GPS GPS GPS GPS

GPS

wan_b Main wan_b Main WiFi CH1

2
3
4 GPS
5
6

wan_b Aux WiFi CH2

wan_b Aux

Table 3: RF Port to WAN mapping

Bottom Row

(1) SERIAL A PortT RS 232/ RS 485, serial comms, software configurable

(1) SERIAL B PortT RJ4571 RS 232 serial comms
(1) Console Porti TTL-level system console serial interface

Serial pinouts are given below, and in the table that follows.

RXD
TXD:

RTS
GND “ [ CTS
1 -| [8

o
B
1 Front e

View

Modbus B

Modbus A

Top
View

Front View

Front

Front View View

Receptacle

Plug Receptacle

Figure 6: Serial Port Pinout T
RS485 (Modbus)

Figure 5: Serial Port Pinout -
RS232 (Serial)

]

8 1

Plug

Front View

Receptacle

Figure 7: Serial Port Pinout T

RS232 (Console)

NOTE: The pin-outs shown may not match all devices as there is no standard for pin connections
or levels for RS232 on RJ45 8-pin modular connectors. RS422 serial over RJ45 requires a separate

converter.

See Also: Serial Configuration

10
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Pin RS232 RS485 RS232
(serial) (ModBus) | (console)
1 - - RTS
2 . . DTR
3 . . TXD
4 GND GND GND
5 TXD . GND
6 RXD Modbus B RXD
7 RTS - DSR
8 CTS Modbus A CTS

Table 4: Common Serial pinouts

(1) Alarm / Power Connector i Door alarm / tamper sensor inputs and DC power.

Alarm connection is a dry contact.

(o MRARR «]
Alarm A t T gg

NIC

Figure 8: Alarm / Power Connections

Rear Panel

© ©

Figure 9: Rear Panel - Note center screw holes for DIN-rail mount accessory
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Hardware

The E1500 unit consists of two primary circuit boards: A Gateway processor card and a
power/interface card. The Power/Interface card includes a wideband DC power supply
that converts prime input power into the voltages required for the processor and
peripherals. The Power/Interface card also includes circuitry to convert serial data
signals into EIA-561 compatible serial via an RJ-45 connector. The unit can be powered
through the front panel terminal block connector (9-60VDC) or through 802.3af PoE via
Ethernet 1.

The E1500 leverages a dual core ARM Coretex-A9 processor to control all peripherals
and run edge intelligence applications. The unit comes standard with 1 GB RAM and 8
GB eMMC flash storage. There are two 10/100/1000 Ethernet ports, two serial, and
three peripheral expansion slots.

Three peripheral expansion slots include two mini-PCIl express (mPCle) and one m.2
form factor. A variety of cards are commercially available to enable communications
over a wide range of interfaces.

The i.MX6 ARM Cortex-A9 processor is used to connect the serial and Ethernet ports to
peripherals placed in these expansion slots. The Gateway processor card also includes
onboard GPS, a gyro, and encryption co-processor.

Software

The E1500 unit is based on the OpenWRT Linux operating system. The operating
system runs on top of a secure file system that includes secure boot and encryption.

Logical & Network Security

Operating System

Encrypted File System flash to prevent data exfiltration in the case C i
. *  Secure Boot only allows cryptographically signed
aftware to load

Hardware

Figure 10: Software Architecture
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The device comes configured with a suite of tools and services to enable Distribution
Automation (DA), Smart Networking, and Network Function Virtualization.

The software supports an edge intelligence framework that can run 3rd party
applications. The Linux operating system is customized with advanced features to
enable secure resource allocation and isolation, which provide the foundation for
containerizing these applications.

Accessories

A range of accessories are available including connectors, mounting, antennas, and
more. Contact your sales representative at sales@council-rock.com for more
information.

Model Options
All E1500s include Public/Private LTE.
Optional communications include LTE-CBRS, LTE Cat-M/NB-IoT, Private Enterprise

Broadband 900MHz 3+3MHz FDD, and 2.5/5 GHz WiFi. See Model Options for
specifics.

13



Configuration

Initial Setup

Unpacking

Check the contents against the packing list secured to the outside of the box when
unpacking. Council Rock recommends saving all shipping materials in case the unit
needs to be returned. Contact Council Rock Support for assistance or notification of any
issues.

Connect

NoogrLDdE

Connect RF Antenna(s) and GPS antenna to the unit

Insert SIM card(s) - see Appendix A for details

Connect DC power to the power block

(Optional) Attach Alarm sensors to the power block

Attach the power block to the front panel

Plug in the power supply. The E1500 will boot

Front panel LED changes state based on network connection status

Status LED
Ethernet 1

RF Connectors 1 — 6

GND Connector

/L’Etl‘emet 2

STATUS

A

@ A ) SERIAL 4 B

Ul 1 I

Serial A Port
Serial B Port

Console Port Alarm / Power
Connector

Figure 11: Unit Connections
Note that front panels differ across models. Panel shown is an example.
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Web Admin

1. Connect a standard Ethernet cable from your PC to Ethernet 1 on the front panel.

2. The unit should receive an IP address in the 10.0.0.0/24 range from the DHCP
server. If not, configure the PC interface with a static IP in the 10.0.0.0/24 subnet,
except 10.0.0.1 which is used by the Ethernet 1 interface.

3. Using a web browser, navigate to https://10.0.0.1. Confirm the security exception
when it appears in the browser -- the E1500 is factory-configured with a self-
signed certificate for its web server.

4. At the login screen, access the Web Admin Interface with the username and
password provided. Note: after three failed logins, the root user is blocked for
300 seconds between successive login attempts. All other users are blocked for
30 seconds between successive login attempts.

Figure 12: Login Screen

5. For each SIM card installed, an Access Point Name (APN) must be configured.
To configure the APN, use the SIM Slot Mapping Table shown below.

SIM Slot L8N LW 8NW, 8W
wan_a wan_a wan_b
Slotl SIM1 SIM1 SIM1
APN1 APN1 APN1
wan_b wan_a wan_b
Slot2 SIM2 SIM2 SIM2
APN1 APN2 APN2

Table 5: SIM Slot Mapping Table

a. Navigate to Network > Interfaces
b. For Model L8N
i.  On the General Settings tab, click EDIT on WAN_A
1. EnterS1 M1 0 s in thePA¥PNL field. Click SAVE
ii. Back on General Settings, click EDIT on WAN_B
1. EnterS1 M2 0 s in thePA¥PNL field. Click SAVE

15



c. For Model LW

I.  Onthe General Settings tab, click EDIT on WAN_A

1. Enter S|
2. Enter S|

M1 6 s in thePA¥PNLI field
M2 6 s in thdPAYPN2 field. Click SAVE

d. For Models 8NW and 8W
i.  Onthe General Settings tab, click EDIT on WAN_B

1. Enter S|

M1 6 s in thé?A¥N1 field

2. Enter SIM26 s  ArPtie APN2 field. Click SAVE

e. Click SAVE & APPLY

NOTE: Current SIM field is for SIM to interface assignment. It is

notusedf or

f—
Interfaces » WAN_A

APNI ENTER SIM1 APN HERE
PN

Current SIM 50 1

P

Pasathrough None

1P Trpo. PP thth - ol 1o IP)

Sataway meric

assigning

APNOGs to SI

p—
Interfaces » WAN_B

TX: 769 B [ Ph1a )
Wl 100 86,31 1627

Protocal ModemManager

Mo dsce
APNI ENTER SIM2 APN HERE
AN

Curment SIM 50 1
P

Passthrough Hane

Type Mane

PP (bcth - dofaults 1o 1Pw)

Figure 13: SIM Card APN Entry for EL500 Model L8N

[ —
Interfaces » WAN_A

8l
0 B D Pis.
TX 301 B (4 Pkis)
WPd: 10,11.12 630

APNI ENTER SIM1 APN HERE

4PN ENTER SIM2 APN HERE

Current SIM S 1

Figure 14: SIM Card APN Entry for Model LW

[ —
Interfaces » WAN_B

i 268
PRz 40 B (1 Phta )
TX: 768 B B PKis.)
1Ped: 100,86 31.16/27

Protocol ModemManager

APNI ENTER SIM1 APN HERE

Ms .

4PN ENTER SIM2 APN HERE

Current SIM S 1

Figure 15: SIM Card APN Entry for Models 8NW / 8W
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Troubleshooting

After completing the pr ocES0sheulddisplayfeGaich nect 0 a
green light and be ready to use. If it is not, connect to the web admin using the
procedure in AWeb Admino above, and revi

1.

Navigate to Status > LTE > Overview and identify the WAN interface you expect
to use. Much useful information is displayed on this page.

Confirm that the connection state 1is
expected provider. If not, verify the device information. If you do not see an
ICCID or IMSI, there may be an issue with your SIM card or with the APN
configuration which is associated with your SIM card.

If your device information appears correct, but you are not connected to your
expected operator, navigate to the Scan tab. Run a network scan for the
interface through which you are expecting to connect, and verify that the modem
is able to see the network to which you are expecting to connect.

If your connection state, operator, and signal quality all check out, double-check
the Bearers tab to verify the unit has received an IP address.

Navigate to Network > Interfaces and select Edit next to the interface through
which you are attempting to connect. On the General Settings tab, verify that
the correct APN has been entered. On the Firewall Settings tab, verify that the
firewall zone iMNetwerkestFirawall Awan. 0 See
Navigate to Network > Interfaces and select Edit next to the interface through
which you are attempting to connect. On the General Settings tab check
whether the interface IP Type is set to IPv4-only, IPv6-only, or both. IPv4-only
setting is recommended unless IPv6 is required.

Settings and Web Admin Interface

The unit settings are managed through the Web Admin Interface, accessible through a
web browser as described in Initial Setup. The unit settings are grouped by function as
follows:

STATUS
SYSTEM
VPN
SERVICES
NETWORK

17
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Menus are organized by function in the left sidebar. Submenus for each function are
accessible via Tab headings in the main window.

STATUS

The Status menus display current System Status Overview and status details of GPS /
Firewall / LTE / Routing / Logging / Processes / Load Balancing. Real-time graphs of
system performance are available here as well. Status menus are useful for gathering
system info and/or troubleshooting. User input is generally not expected on the Status
menus. Each menu is summarized in the following subsections.

Overview

The System Status Overview is displayed, including system information regarding
hardware and software version, memory utilization, active connections, active DHCP
leases, and Multi-Wide Area Network (MWAN) interfaces.

Provides System info: Hardware, Software version, Uptime, Memory usage, and
IP/DHCP info for the active network.

COUNCIL

TELiG
Status. ~

Status

System

COUNCIL

rchactun

rmeewie | TELIG

Karrwl Version

System

ey Status ~

Locai Time | owves | Tp— 892,22 W8/ 1004, 41 W8 (88%)

Uptees . Uasa 236.16 W8 / 1004.41 WB (23%)

Services

€T 8%

Network
LLLLL e a Buterec 32.67 M8 / 1004.41 M8 (3%)
5] Logout o e

| COUNCIL!

Network TELiG

Network

System v
VPN v 1Pve Upstresm
Services v

Network

S L acout

202/ 16384 (13)

System
VPN Active DHCP Leases

Services Hoatrame 1Prd-Address MAC-Addruss Laasatine ramaineg

£ ¢ X ¢

Network

B Logout Active DHCPV6 Leases
Mot Pve-Adirors ouo Loasetine romainig

Them o 00 acte ases

MWAN Interfaces

Figure 16: Status > Overview
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GPS

Information retrieved from the E1500's GPS connection is displayed
last known GPS location and time.

. This includes the

COUNCILROCK

Status ~

— GPS

Firewall
LTE
Latitude 43.151505
Routes
System Log Longitude -77.664025
Kernel Log Attitude (m) 174.44
Processes Date & Time 2020-08-25T13:47:25.000Z
Realtime Graphs

Load Balancing

System v

Figure 17: Status> GPS
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Firewall

A complete list of active Firewall rules is displayed in this menu, with real time data

regarding network traffic handled by these rules.

IPV4 and IPV6 are separately displayed by selecting the Tab at the top of the main

window.

Firewall rules are shown at the WAN and LAN level for Inputs, Outputs, Forwarding,

Rejection, and Quality of Service (QoS). Rules are sorted into Tables by FILTER / NAT /

MANGLE / RAW. Firewall NAT tables apply to IPv4 only.

Each rule entry describes the rule via the target, protocol, input interface, output
interface, source IP address or IP address range, and destination IP address or IP
address range. Each rule entry also displays options and comments, if any. Finally,
each rule entry displays the number of packets and amount of traffic handled by the

rule.

COUNCIL

TELiG

Status

Firewall Status

BT b

Chain INPUT (Policy: ACCEPT, 469 Packets, 145,57 KB Traffc)

e Topt Pt I Om  Seme  Dostnsson Optins Comment

COUNCIL

1ELiG
Soe  Desiathn Oers
T T ;
Chain FORWARD Poli o0
Services Wi Phis. Tt
b v N T
o o8 ooce =
ok : Chain DOCKER, (1 Refersnces)
3 Logout . e - M W o o Deatiaton
COUNCIL
Chain DOCKER-ISOLATIO. o+
J System < m v 1ELIG
N J Status ~
Services v o .
Mook v Grain DOGKER-1sOLATIO I
- v
3 Logou
Chain DOCKER-USER (1 A . Table: Raw

. Tame

Chain PREROUTING (Policy: ACCEPT, 6620 Packets, 1.15 M8 Traffc)

P Tt Target

Chain OUTPUT (Poicy: ACCEPT, 6348 Packets, 3,69 MB Traffic)

3 Logout s o Target

Figure 18: Firewall Menus
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LTE
Displays information on the state of LTE modems and connections.

Submenus are accessible at the top of the LTE menu for displaying an overview of LTE

WAN connections, connection status and network info.

The Overview tab provides connection status for each modem present, including

connection state, registration state, and operator information, as well as device

information for each modem present, including Integrated Circuit Card Identifier (ICCID),
International Mobile Subscriber Identity (IMSI), and International Mobile Equipment

Identity (IMEI).

Connection States - LTE modem is:
1. Connected: connected the network provider

Disconnecting: deactivating the connection to the network provider

2.
3.
4. Disabled: not enabled and is powered down

Reqistration States - LTE modem is:

Connecting: attempting to activate the connection to the network provider

1. Registered: registered with network provider; data connections may be available

for use
2.
3.

Idle: not registered, not searching for a new network provider to register with
Searching: not registered, searching for a new network provider to register with.

COUNCILROC

TELiG

Status

Overview  Bearers  Signal  Scan

LTE - Overview

WAN A

Connection Status

Connection State

Failed Reason

Realtime Graphs

—— Device Information

System iccip

VPN Ms!
IME!
Services

SO O

Network
WAN B

3] Logout Connection Status

Connection State fad

Failod Reason sim-missin g

Figure 19: Status > LTE > Overview

Signal Quality is shown as a percentage in the range from 0-100%, where higher

percentage indicates better
RSSI level. In general, signal quality above 40% is usable.

signal

qguality.
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The Bearers tab provides information on each LTE bearer network established for each
modem present, including interface status, IPv4 and/or IPv6 network information, and
data transmission statistics.

COUNCIL
Status ~ ‘ —_—

LTE - Bearers

T AN

System v
VPN v
Services v

Network

3] Logout

Figure 20: Status > LTE > Bearers
Interface: wwanO0 (wireless WAN 0): the network interface created by the modem

The Signal tab provides information for each modem present for the active band,
channel, and cell, as well as quality information for the RF signal.

v

o

O«

O«

RSSI: Received Signal Strength Indicator. Provides measurement of power
received by the radio modem in the frequency band, including noise.

RSRP: Reference Signal Received Power. Provides measurement of power of
the LTE Reference signals spread over the full bandwidth and narrowband.
RSRQ: Reference Signal Received Quality. Provides measurement of the quality
of the signal considering not only RSSI but also the number of used Resource
Blocks

SNR: Signal to noise ratio. Provides measurement of the ratio of the power of the
signal of interest to the average noise power within a specified bandwidth.

22



Signal quality level with respect to RSRQ thresholds (Referenced from TIA TSB-88.4
standards)

Signal Quality Level | RSRQ
Excellent 10
Good -10to -15
Fair -15to -20
Poor <-20

Table 6: Signal Quality categories by RSRQ

COUNCILROCK

- = Overview  Bearers  Signal  Scan
1ELIG —

Status A LTE - Slgnal
Overview
GPS
WAN A
Firewal
Routes. Signal Quality
System Log RSS!
Kernel Log Hioha
Processes =

Realtime Graphs

SNR
Load Balancing
System R
Cell Information
VPN N,
Active Band
Services v
Active Channel
Network o Global Cell ID
3] Logout
WAN B
Signal Quality
RSSI
RSRQ
RSRP -
SNR

Cell Information
Active Band
Active Channel -

Global Cell ID

WAN C

Signal Quality
Rss| -
RSRQ
RSRP

SNR -

Cell Information
Active Band
Active Channel

Global Cell ID -

Figure 21: Status > LTE > Signal



Finally, the Scan tab provides a tool for the user to perform a network scan for time
intervals from 30 to 90 seconds using any system modems, listing carriers detected by

modem.

COUNCIL

TELiG

Status

Services

LS S S

Network

3] Logout

Cuerview  Bearars  Signal  Scan

Cellular network scan

Intartace: | wan A #| Timsout: | 30ses ¢

Routes

Figure 22: Status > LTE Scan: Cellular Network Scanning Tool

Displays information on currently configured routing rules. The rules are divided into
IPv4 and IPv6. An ARP table and an IPv6 neighbors table are also provided.

Load Balancing

System
VPN
Services

MNetwork

2] Logout

COUNCIL

TELiG

LS S S

Routes
The following rules are cumenty acte on thi Systenn.
ARP
1Pva-Adarass MAG-Adaress Intertacs
101031 SAEFEROFSCOC 2
Active |IPv4-Routes
Metwork Target 1Ped-Gatoway Metric Tatle
an2 asoan 101031 ] ma
ant 100002 ] ma
lan2 10101 024 101031 [ ma
anz 10102020 101031 [ ma
anz 10103020 [ ma
{Bocke) m2I0ms ] ma
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1P Addross MAG-Addrass Intertace
Active |[Pv6-Routes
Hotwork Target Source Matric Tabia

Figure 23: Status > Routes
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System Log
The operating system log output is displayed.

COUNCIL

TELiG

Status ~

System Log

Sep 22 15:03:20 TELIG syslog-ng[4353): syslog-ng starting up; version="3.26.1
Sep 22 16:03:20 TELIG kernel: [ 0.000000] Booting Linux on physical CPU 0x0
Sep 22 15:03:20 TELIG kernel: [ 0.000000] Linux version 414191 (worker@b363dasclec) ersion 8.3.0 (OpenWrt GCC 8.3.0 r11063-8560469146)) #O SMP Wed Sep 16 19
op 22 15:03:20 TELIG kernel: [ 0.000000] CPU: ARMV7 Processor [4121c09a] revision 10 (ARMv7), cr=10c5387d

Sep 22 16:03:20 TELIG kernel: [ 0.000000] CPU: PIPT / VIPT nonaliasing data cache, VIPT aliasing instruction cache

22 15:03:20 TELIG kerel: [ 0.000000] OF: fat: Machine modek: M1500
TE Sop 22 15:03:20 TELIG kernel: [ 0.000000] Memory pokicy: Data cache writeback
. Sep 22 15:03:20 TELIG kernel: [ 0.000000) On node O totalpages: 262144
Sep 22 16:03:20 TELIG kernel: [ 0.000000] free_area_init_node: node 0, pgdat 81140480, node_mem_map b6{8000
Sep 22 16:03:20 TELIG kernel: [ 0.000000] Normal zone: 2304 pages used for memmap
$6p 22180820 TEL10 kamek [ 00000001 Normal zor: 0 egas aserved
Sep 22 16:03:20 TELIG kernel: [ 0.000000] Normal zone: 262144 pages, LIFO batch:31
Sep 22 15:03:20 TELIG kernel: [ 0.000000] CPU: All CPU(s) started in SVC mode.
Sep 22 16:17:10 TELIG netifd: Interface 'wan_c" is setting up now

16744): Starting Interface wan.

Sop 22 16:17:16 TELIG netifd: wan_c (16744): starting connection with apn

5»:p 22 16:17:36 TELIG uwsgi[3048): Tue Sep 22 16:17:36 2020 - [emperor] bringing back instance fetc/uwsgi/vassals/luci-cgi jo.ini to on-demand mode
od Balanding 22 WE07:98 YELIO il DORSI T Sy 22 617150 2020 - e it i) ki on e aveolfvesaaae -5 ko i 5907)
J Sep 22 16:17:38 TELIG uwegi{3048]: [uwsol-emperor] fotc/uws uci-cgi_jo.ini -> back to "on demand” mode, waiting for connections on socket *
Sep 22 16:22:21 TELIG netild: wan. (16744): Network regisration falled, releasing nas. i 3
System ~ 99022189224 TELIG Nt i (1908811 Scpiog ke foce wanL

$4p 22 1832:21 TELIG neti: wa. (19088); coulload bare path
VPN % Sop 22102221 TELIG natild:ntorace wen
Sep 22 16:22:21 TELIG netifd: Interface ‘wan_c* is settin
5 Sep 22 16:22:21 TELIG netifd: wan_c (19110): Starting Interface wan_c
Services v Sep 22 16:22:27 TELIG netifd: wan_c (19110): starting connection with apn
Sep 22 16:27:36 TELIG netifd: wan_c (19110): Network registration failed,
Sep 22 16:27:35 TELIG netifd: wan_c (21486): Stopping Interface wan_c
Network ¥ Sop 22 16:27:35 TELIG netifd: wan_c (21486): couldn't load bearer path
Sep 22 16:27:35 TELIG netifc: Interface ‘wan_c' is now down
p 22 16:27:35 TELIG netifd: Interface ‘wan_c* Is setting up now
Sep 22 16:27:35 TELIG netid: wan.c (21508): Starting ntecface wan.c
Sep 22 16:27:41 TELIG netifd: wan_c (21508): starting connection with
3] Logout b 22 16:27:43 TELIG uwsgil3043): ~= hat,smperor mods detected (138
Sep 22 16:27:43 TELIG uwsgi[3048]: [UWSGI] getting INI configuration from fetc/uwsgilvassals/luci-cgi jo.ini
Sep 22 16:27:43 TELIG uwsgI[3048): Tue Sep 22 16:27:43 2020 - [emperor] vassal fetc/uwsgl/Vassals/luci-cgljo.Inl has been spawned
Sop 22 16:27:43 TELIG uwsgi[3048]: Tus Sep 22 16:27:43 2020 - [emperor] vassal otc/uwsgi/vassalsfluci-cgi_io.in is ready to accept reques

Figure 24: Status > System Log

Kernel Log
The operating system kernel log is displayed.

COUNCIL

1ELiG Kernel Log

Status ~

90000001 Botig | physical CPU

0.000000] Linix version 414191 eorarebsesdescioec) (gec version 8.3.0 (OpeniWrt GCC 8.3.0 r11063-8560469146)) #0 SMP Wed Sep 16 19:13:35 2020
3.000000) CPU: Am? Processor (611098 reviion 1 (RVAY). 110653674

ars 0,000000] CPU; PIPT / VIPT data cache, VIPT akasing nstruction cache

) 000] OF: fd

Pl 0,000000] Memory pok

iy 0.000000] On node 0 totalpage
0,000000] frea_area_init_noda: node 0, pgdat 81140480, node_mem_map bf6fE

Fouts 0.000000] Normal zone: 2304 pages used for memmap

0.000000] Normal zone: O pages reserved
0.000000] Normal zone: 262144 pages, LIFO batch:31
BRI AU A CPURE siciad e AV i

a6

ocess 0.000000] pcpu-al 218103 621620 US7344 alloc=14+4006
3.000000) pep-sloe: 00 01
Reattime Graphs 0,000000] Built 1 zonalists, mobility grouping on. Total pages: 259840
0,000000] Kernal command line: consola=ttymxc1,116200 root=/dev/mapperftelig-rootfs_b
Loac Babnoing. 0.000000] PID hash table entries: 4096 (order: 2, 16384 bytes)
00] Dentry cache hash table entries: 131072 (order: 7, 524288 bytes)
System v 0.000000] Inode-cache hash table entries: 65536 (order: 6, 262144 bytes)
000000) Memory: 1021352K/1048576K avallabie (610K kernel code, 259K rwdata, 1652K rodata, 7168K init, 251K bss, 27224K rest ved, OK highmem)
000000] Virtual kernel memory layout:
VPN ~ vector : Oxffff0000 - Oxffff1000 (
0.000000] ~ fixmap : Oxffc00000 - Off00000
Services v 0.000000]  vmalioc : Dxc0B00000 - OXIfBODD0O (1008 MB)

lowmam + 0480000000 - 0000000
000]  pimar : 1600000 - 0xB0000000
Network v 0.000000]  modules : 071000000 - 0471600000
00] ext 0K8000B0 - 0x80774b
280600000 - 08110000
0.000000] data - OxBII00000 - OeBI14048D
0.000000] s  Ox61140480 - gTIoc (262 K8)
8] Logout 0.000000) SLUB. ialign-64, Ordor=0-3, MinObject~0, CPUs=2, Nodes:
0.000000) Hierarchical RCU mplementaion
12752253) e 2168000, 6there ot Link s Up - 1GbFul - fow control ot
501 ADORCONFNETOEV CHANGEL sk bacomes ey
95954] 8866065 2 00 o Lin s Do,
704485] 06085 2185000 ehernet.100 - Link s Down
3] 806085 2188000 tharnet 100 lanz: Lk o Up - 15p8/Full - flow control of
ACORCONFNETOEY CHANGE . nk bcares g
gt R——
129.923311)
168.962416] 1PV ADORCONF(NETDEV.UPY dockerd. Ik nt ready

Figure 25: Status > Kernel Log



Processes

A list of currently running system processes is displayed, including process ID (PID),
owner, command, and CPU / memory usage. To quit a process, action buttons are

given for "Hang Up" and, to forcibly quit an unresponsive process, the more aggressive
"Terminate" and "Kill".

COUNCILROCK
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root

root

root

root

root

root

root

root

root

root

root

root

root

root

root

root

root

root

root

root

root

root

root

Ives an overview over currently running system processes and their status.

cPy

Command um sshivady
Isbin/procd 0% 0%
[Kthreadd] 0% 0%
(ksoftirgd/0] 0% 0%
[migration/0] 0% 0%
[epuhp/0] 0% 0%
foom_reaper] 0% 0%
[kcompactd0] 0% 0%
(kauditd) 0% 0%
[kswapdo] 0% 0%
irQ/79-1c3676] 0% 0%
[ra/60-mme0] 0% 0%
[mmeqd/o] 0% 0%
[mmeqd/0boot0] 0% 0%
[mmcad/0boot) 0% 0%
iry/45-imx_ther] 0% 0%
0% 4%
Juseib/qmi-proxy 0% 3%
fusrisbin/sysiog-ng —foreground 0% 3%
Justfibfipsectstarter -daemon charon —-nofork 0% 0%
JustfsbinAwatchirr -d zebra staticd 0% 1%
Iuse/sbin/zebra -d -A 127,0.0.1 -5 80000000 0% 3%
Iuse/sbin/staticd - -A 127.0.0.1 0% 1%
Iusrfoin/snmp-agent 0% 2%
nN-I-S otplug -p pool. 0% 0%
-n-P pid -5 2947 0% 1%
Just/sbin/snmpd -Lf /dev/null - 0% 1%
i i 0% 0%
~ini -cgi_ioni 0% 0%
i —-set cgi_iodni 0% 0%

/bin/sh /modemmanager.sh modemmanager setup wan_c
{proto": *device": ? i_ndrc. 1/usb1/1-1/1- 0% 0%
1.4/1-1.437)
mmeli i 2184200.usb/ci_hdrc. 1/usb1/1-1/1-1.4/1-1.4.3 --3gpp- 0% 2%
register-home --timeout=200

lua /ust/libexec/rpod/iuct call getProcessList 0% 0%
sot il ini 0% 2%
Powered by LuCl openwrt-19.07 branch {git-20.136.495:
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Figure 26: Status > Processes
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Realtime Graphs

Displays live graphs of system performance.

The Load tab displays a live graph of the queue of processes handled by the CPU, as
well as average and peak loads for the past 1, 5, and 15 minutes. Note that in a single
core CPU, aload of 1.0 is considered fully loaded.

COUNCILROCK

_EL. G load Taffic  Connections

‘
v e S

1 Minute Load: 001 Average: 0.09 Peak: 0.30
5 Minute Load: 027 Average: 0.42 Peak: 061

15 Minute Load: 035 Average: 0.41 Peak: 047

3
4
<K<

Figure 27: Status > Realtime Graphs > Load
The Traffic tab shows a live graph of inbound and outbound traffic as well as a table of
average and peak inbound and outbound traffic. At the top of the graph is a selectable
list of interfaces that the user can select.

CQUNCILROCK

Status ~

ey ’ ill;w;“l‘:“;l;“:l;“ﬁi;“}l;“,liw‘l}“m‘““W

v
VPN v
. Inbound: 3582 Kbit/s Averago: 3052 Kbit/s P 130,60 Koit/s
Services v BTN (4.48 KBvs) (381 KBls) (16.33 KB/s)
Outhound: %68 Kbitls Average: 11369 Kois Peak: 419.28 Kbis
Network e s 3.3 Kls) (14.24 KB/s) (5241 KB/s)
5] Logout

Figure 28: Status > Realtime Graphs > Traffic
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Finally, the Connections tab provides a live graph of network connections, divided into
TCP, UDP, and others, including averages and peaks. A table lists each active
connection, its protocol, source, destination, and amount of data transferred.

CRUNCILROCK

load Taffic  Connections

TELIG
Status ~
Overview
aps

Firewall

System Log
Kernel Log

Processes

Realtime Graphs

Load Balancing
System

VPN
Services

> GG (O I ¢

Network

3] Logout

PV
V4
V4
V4
V4
V4
V4
PV
V4
V4
V4
V4
V4

v
PV

uoP: 13

TCP: 3

Other: 0

Protocol Source

uoP 10.10.3.20:55889
UDP 10.103.201:1900
uoP 10.10.3.20:1900
TcR 10.10.1.100:58072
TCcP 10.10.1.100:58066
TCcP 10.10.1.138:53687
uoP 10.10.3.201:54705
uoP 10.10.3.20:54705
uoP 10.10.3.20:54704
uoP 10.10.3.201:54704
uoP 10.10.3.20:54709
uop 10.10.3.20:54706
uoP 10.10.3.201:54706
uoP 10.10.3.20:54707
uoP 10.10.3.201:54707
UDP 10.10.3.201:54709
uop 10.10.3.200:137

Powered by L

10.10.3,255:1947
239.255.255.250:1900
239.255.255.250:1900
10.10.3.81:443
10.103.81:443
10.10.3.81:443
239.256.265.250:3702
239.256.255.250:3702
239.256.265.250:3702
239.255.265.250:3702
239.255.255.250:3702
239,255 255.250:3702
239.255.255.2503702
239.255.255.250:3702
239.255.255.250:3702
239.255.255.250:3702
10.10.3.255:137

uCl opanwrt-18.07 branch (gt-20.

136 49537

021363)

Peak:
Poak:
Poak:

TEL

(4 minute window, 3 sacond Interval)

ENABLE DNS LOOKUPS

Transfer
10.56 KB (159 Pits)
884 KB (18 Piis)
8.83KB (18 Pits)
457 KB (24 Pkts)
4.48 KB (22 Pits)
3.40 KB (13 Pkts)
331KB (4 Phts)
331 KB (4 Pkts)
2.95K8 (4 Pkts.)
2.95K8 (4 Pkis.)
289 KB (4 Pkis.)
2,89 KB (4 Piis.)
2.89 KB (4 Piis.)
289 KB (4 Pits.)
2.89 KB (4 Pits.)
289 KB (4 Phis.)
788 (1 Pkts)

G 2:3.1 OpenWRT Gat231fcle-2657a38

Load Balancing

Provides information on MWAN interfaces. The Interface tab lists all available MWAN

Figure 29: Status > Realtime Graphs > Connections

interfaces and their status.

COUNCILROCK
Interface

Status ~

GPS

Services

¢ < <«

Network

B3] Logout

Detail

Diagnostics  Troubleshooting

MWAN Interfaces

Figure 30: Status > Load Balancing > Interface
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MWAN interfaces are the interfaces participating in a configured load balancing
process. See LAN to WAN Traffic or Radio Module Failover use cases for details on
how to configure these interfaces.

The Detail tab provides information from the operating system on interface status, IPv4
and IPv6 policies, and connected IPv4 and IPv6 networks.

COUNCIL
— - Interface Detail Diagnostics Troubleshootiny
1ELIiG = L

Status -~ MWAN Status - Detail

Interface status:
Current ipv4 policies:
Current ipv6 policies:

Directly connected ipv4 networks:

Directly connected ipv6 networks:

Real Graphs
Active ipv4 user rules:
ke ]

Active ipvé user rules:

System
VPN
Services

Network

2] Logout

Figure 31: Status > Load Balancing > Detail

The Diagnostics tab includes basic tools for testing MWAN interfaces (Gateway ping,
Ping tracking IP, Check IP rules, Check routing table, Hotplug ifup, Hotplug ifdown).

o Gateway Ping: Pings the interface gateway IP address defined
for the WAN interface associated with the MWAN interface
o PingtrackingIlP: Pings the ATracking host name
defined on Network > Load Balancing > Interfaces
o Check IP rules: Displays which routing table the MWAN
interface will use to route traffic
o Check routing table: Displays the routing table defined for the
WAN interface associated with the MWAN interface
0 Hotplug ifup: Enables the specified MWAN interface
0 Hotplug ifdown: Disables the specified MWAN interface
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COUNCIL

TELiG
Status ~

Overview

Raaltimy

System ~
VPN ~
Services ~
Network ~
2] Logout

interface  Detsl  Diagnostics  Troubleshoofing

MWAN Status - Diagnostics

Interface: B Task

Ping default gateway

The Troubleshootingt ab shows the operating systemobs

Figure 32: Status > Load Balancing > Diagnostics

commands. Information on network interfaces, active routes, routing, and firewall rules
can be inspected on the output display.

COUNCIL

TELiG

Status ~

em Log

Kernel Log

Load Balancing

System v
VPN v
Services W
Network v
3] Logout

Interface  Detall  Diagnostics  Troubleshooting

MWAN Status - Troubleshooting

Software-Version
OpenWrt - TELiG 2.3.1 OpenWRT 6af231fcfe-2657a38
LuCI - git-20.136.49537-fb2f363

Output of "ip a show"

1: lo: <LOOPBACK,UP,LOWER_UP> mtu 65536 gdisc noqueue state UNKNOWN group default qlen 1000
link/loopback 00: 00:00:00:00 brd 00:00:00:00:00:00
inet 127.0.0.1/8 scope host lo
valid_1ft forever preferred_lft forever
inet6 ::1/128 scope host
valid_lft forever preferred_lft forever
: eth@: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 qdisc fq_codel state UP group default glen 1000
link/ether 70 7¢:99:16 brd ff:ff:ff:ff:ff:ff
inet6 feB80::72b3:d5ff:fe7c:9916/64 scope link
valid_1ft forever preferred_lft forever
: land@eth@: <BROADCAST,MULTICAST> mtu 1500 qdisc noop state DOWN group default qlen 1000
link/ether 70:b3:d5:7c:99:16 brd ff:ff:ff:ff:ff:ff
: lan3@eth@: <BROADCAST,MULTICAST> mtu 1500 qdisc noop state DOWN group default gqlen 1000
link/ether 70:b3:d5:7¢:99:16 brd ff:ff:ffiff:ff:f
: lan2@eth@: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 15% qdisc noqueue state UP group default glen 1000
link/ether 70 7 :99:16 brd ff:ff: ihadhad
inet 10.10.3.81/24 brd 10.10.3.255 scope global lan2
valid_1ft forever preferred_lft forever
inet6 fe80::72b3:d5ff:fe7c:9916/64 scope link
valid_lft forever preferred_lft forever
: lanl@eth@: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 gdisc noqueue state UP group default gqlen 1000
link/ether 70:b3:d5: ffiff
inet 10.0.0.1/24 brd 10.0.0.255 scope global lanl
valid_1ft forever preferred_lft forever
inet6 fe8@::72b3:d5ff:fe7c:9916/64 scope link
valid_lft forever preferred_lft forever
7: ip6tnl@@IONE: <NOARP> mtu 1452 qdisc noop state DOWN group default glen 1000
link/tunnelé brd

Chain qos_Default_ct (1 references)
pkts bytes target prot opt in d
@ MARK tecp — x 0
@ MARK udp * .0. 0.
@ MARK tcp .0.0. 0.
0 MARK tep z 0.
) [}
0 0

estination

.0.0.0/0 mark match @x@/0xf tcp multiport
0.0/0 mark match @x@/0xf udp multiport
0.0/0 mark match @x@/0xf tcp multiport
.0.0/0 mark match @x@/0xf tcp multiport
0.0/0 mark match 0x0/0xf udp multiport
L

MARK dp ¥
.0/0 CONNMARK save mask Oxff

u
CONNMARK ~ all

s
0
0.
0.
[}
0
0

Figure 33: Status > Load Balancing > Troubleshooting

30

ou



SYSTEM

System menus provide access to the wunitéos
and set the administrator password and time settings. Firmware backups/updates are
handled here as well as installation and removal of software packages, system startup
tasks and recurring tasks. LED status indicators can be configured, and serial port
protocols can be set. Advanced users can configure and execute custom commands

(shell commends) defined by an admin user. Finally, the user can perform a soft reboot

on the unit from the System menus.

System

The System submenu provides access to overall unit settings. The General Settings
tab lets the user set time, hostname, and time zone. The Logging tab has settings for
the log buffer size, log output level, and log file save location. The Language and Style
tab lets the user set the GUI theme and language.

COUNCIL
1ELiG System
Status hd
System ~
General Settings Logaing Time Synchronization Language and Style
Local Time 9/22/2020, 1:19:10 PM
Hostname TELIG
Timazone uTc
Services ~
Network ~
2] Logout
Figure 34: System > System > General Settings
COUNCIL
- -
1ELiG
System
Status
System
General Settings Logging Time Synchronization Language and Style
System log buffer size 100000
«iB
External system log server
Extarnal system log server port
External system log server pratocol  UDP
Reboot Wite system log to file Nvarflogimessages
VPN ~ Log output level  Debug
Services ~ Cron Log Level  waming
Network ~
s
3] Logout

Figure 35: System > System > Logging
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COUNCILROCK

Smart Private Natwarks

TELIG sygtem

Status ~ .
Here you can canfigure the basic aspects of your device like its hastname or the timezone.
System ~
General Settings  Logging  Tima Synchranization  Language and Style
Administration
Enable NTP client @
Saftware
Startup Provide NTP server @
Scheduled Tasks .
LED Configuration unspecified -
Backup / Flash Firmware Network interfaces for the NTP server ta listen an.

Custom Commands Use DHCP advertised servers @

Reboot
NTP server candidates pool.ntp.org n
VPN ~ .
Services ~
Network ~
==n
2] Logout

Powered by LUCI openwrt-18.07 branch (git-20.138.49537-21363) / TELIG 2.3.1 OpenWRT Baf231fcfe-2657a38

Figure 36: System > System > Time Synchronization

COUNCILROCK
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Status ~
System ~
|_spon | ogano : s

Administration

System

Here you can configure the basic aspects of your device like its hastname or the timezone.

Language | auto [
Software

Startup Design  CouncilRock )
Scheduled Tasks.

LED Configuration

Custom Gommands

Rsboot Powered by LuCI openwri-18.07 branch (git-20.138

9537-M21363) / TELIG 2.9.1 OpenWRT af231fcfe-

VPN ~
Services v
Network v
3] Logout

Figure 37: System > System > Language and Style




Administration
Usernames and passwords are configured in the Administration submenu.

The Router Password tab lets the user change the device6 s  passwadrd. The root
user is currently the only user who can access the GUI. Future firmware revisions will
allow other users to access the GUI.

COUNCIL

— " Router Password  SSHAcoess  SSHeKeys
1ELIG E—

Status ~

System ~ Router Password

Passward

Confirmation

Services ~

Network ~

2] Logout

Figure 38: System > Administration > Router Password

The SSH Access tab lets the user enable or disable general users and/or the root user

over SSH with password authentication. SSH can also be restricted via access to a
specified interface & port.
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When the APassword aut heanltli cuaste roasmodelbhavexp ti s6 rc h e
password authenticated access to the unit via SSH.

When the AAll ow root | oginowlyht paswilivawo 16 b s &
password authenticated access via SSH.

COUNCIL
— . RouterPassword  SSH Access  SSH-Keys
1ELiG ———
Status ~  SSH Access
System ~ ssH scP
E— ==n
Interface  unspecified
Pot 22
Password authentication
VPN ~ Aliow root logins with password
Services ~
Gateway Ports
Network ~
2 Logout

Figure 39: System > Administration > SSH Access

The SSH-Keys tab displays uploaded SSH public keys, and lets you upload an SSH
public key to access SSH using public-private keypair authentication.

COUNCILRC

— - Router Password ~ SSH Access  SSH-Keys
1ELiG =

Status ~  88H-Keys

System ~

System EpE

T T
ADD KEY

3] Logout

Figure 40: System > Administration > SSH-Keys
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Software

Displays free space on the device, and allows the installation, removal, and updating of
software packages. The Available tab shows packages available through the
configured package manager. The Installed tab shows currently installed packages and
allows for their removal. The Updates tab shows installed packages with available
updates and lets the user update to the latest version.

Warning: Installing new packages is intended only for Advanced Users.

COUN_‘(‘:I_E
TELiG
Statum ~ Software
System ~ [—
98% (3.1 GB)
Filter: Download and install package: Actions:
o e aaiie | nsadod Upames
LED Ganfigurstion « No packages »
Cuihin Cominanga Package name Version Size [ipk) Description
Pebaot No information avallabie
VPN
Services ~
Network ~
5] Logout
Figure 41: System > Software
To configure OPKG, clickont he fAConfi gure OPKGO opti
pop up.

COUNCILROCI

OPKG Configuration

Below is a listing of the various configuration files used by opkg. Use opkg.conf for global settings
and customfeeds. conf for custam repository entries. The configuration in the other files may be
changed but is usually not preserved by sysupgrade.

opkg.conf

Figure 42: OPKG Configuration

on.
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On the OPKG configuration screen, go to the |
change the default repository to the desired repository where you are hosting the
packages you would like to install. Click save after you are done.

Click on fospow the availdbie patkages in the newly configured repository.
After that point you can install new packages
button and then clicking on Ainstall o on the

Warning: A UPDATE L | Sy@&rohe umit tb ¢onnect td gremote

server to query availability of software packages.

COUNCILROCK
Status N
System A
Software
! Froo sp
1art Filter Download and install package Actions
Rl UPOATE UISTS L PACK CONFIGURE OPKG.
Installed Updates
Displaying 1100 of 869 »
VPN . Package name Version (ﬁ';:) Description
Services v basefiles 204 2:111063-8560409046 439KB  This package co ase flesystem and system scripts for OpenWit INSTALLED
Network v 2
block-mount 2020.05-12-84269037-1 27.1KB  Block dewce mounting and checking
5) Logout blockd 2020.05-12.84269037-1 64KB  Block device automounting
comgt 032xn 207 KB comgt is a scripting language interpreter useful for establishing INSTALLED
0nRR 24KB  Siema Wireless DiroctIP support
comgt-nem 0onRR 33KB  NCM 3G/G Support
fsto0! 2020-05-12.84269037-1 159 KB OpenwWn filesystem tools INSTALLED
fwtool 2 A2KB  Unlity for appending and extracting firmware metadata and signatures INSTALLED
ipBtables 1831 908 | INSTALLED

Figure 43: Install new packages.
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COUNCILROCK

Details for package block-mount

Description
Block device mounting and checking
Roquie approx. 26.3 KB size for 1 package(s) 10 instal

Overwrite fles from other package(s)

Figure 44: Detailed list of packages (example: block-mount)

Clicking Ol NSTALLS6 will show sombwaté g@dgetctaamabe
shown above. Software details including Version, Size, and Dependencies are

displayed. A description of the software package is shown at the bottom. The option to

overwrite files from other package(s) is selectable by a check box. From this dialog, the

user can select CANCEL to go back or INSTALL to install the software package.
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Startup

The Startup submenu lets the user configure startup and initialization programs.

The Initscripts tab displays a list of the available initialization scripts, their priorities,
and whether they are enabled or disabled (for run on startup). You can also toggle the
scripts between enabled and disabled, and manually start, restart, or stop a script.

CQU[_\JC]_L.RO_(;Ii

TELiG
Startup
Status v
Initscripts  Local Startup
System B
You can enable or disable installed init scripts here. Changes will applied after a device reboot.
Warning: If you disable essential init scripts like "network®, your device might become inaccessible!
Start priority Initscript
o . e
Scheduled Tasks
LED Configuration 10 boot m
Backup / Flash Firmware
" - e
Gustom Commands
Rebaot 1 cgroupfs m
e v 2 s =
Services v 12 s [ eves |
Network ~
15 gsc
15 gso-svent-listens ENABLED
5] Logout
17 restore_config m
. - o=
" v =
o o ==
1 mward | envceo |

Figure 45: System > Startup > Initscripts

The Local Startup tab lets the user enter a custom shell script, to be executed after the
enabled system initialization scripts listed on the Initscripts tab.

COUNCILROCK

TELiG

Status v

System ~

Rebos

VPN

Services

Network e

5] Logout

Startup

Initscripts

@ content of /etc/rc.local, Insert

Local Startup

mmands hers (in front of ‘exit ') to execute them at the end of the boat process.

Figure 46: System > Startup > Local Startup
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Warning: Custom Shell Scripting is intended only for Advanced

Users.

Scheduled Tasks
Here the wuser c anrearing taskpwhitlcareconfigiredbosuh on a

set schedule.

COUNCIL

1ELiG Scheduled Tasks

Status

System

Services

Network N

3] Logout

Figure 47: System > Scheduled Tasks

Warning: Cron Jobs are intended only for Advanced Users.

LED Configuration

The status LED is a red/green LED that
The LED Configuration screen lists LED behaviors (actions) and lets the user edit,
delete, and reorder them.

Important. LED configurations are overridden by LTE

status indicators. If the E1500 unit has an active LTE interface, the
LED actions shown on this screen will not apply. See Table 1 for
LTE status indicators.

c
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Since the status LED contains a green and a red LED, each color can be configured to

its own action. For maximum clarity, a simple
typical. Multiple actions can be configured but for simplicity we recommend no more

than a one-to-one mapping of a color to an action (maximum of two actions in the list).

A new LED action can be added b y c¢ | iAddkLED Actiai i To edit an existing
acti onEDITcbi Wheifiher add iorredtingan exsting aatior, theoinput
fields are the same:
Name: Label the action. For clarity, we suggesti LED Ca&d¢ toiron nameo
LED Name: select Auserlo for Green, fuser2o0 f
Default state: check = on, no check = off
Trigger: selected from the dropdown list

LED triggers are selected from the following options:

defaulton - Always ON

Heartbeat - Flash to simulate a heartbeat

mmcO - ON when SD card is accessed.

netdev - Flash with link status / send & receive activity
requires additional selections for device (from a dropdown list) and
Trigger Mode (Link / Transmit / Receive - multiple selections
allowed)

none - Always OFF

timer - Blinks at a specified rate
specify On-State Delay and Off-State delay in milliseconds. For
example, to turn the LED on for one second and blink off for a half-
second, On-State Delay = 1000 and Off-State Delay = 500

usbdev / usbport - ON when a specified USB device or port is

connected
usbdev / usbport requires selecting a USB device or port from the
dropdown
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COUNCILROCK
—r
1ELIG ot
LED Configuration
Status v . =
System ~
System Name LED Name Default state Trigger
puse—
led1 user2 On default-on =
y =3
teaz voert o heartbet = =a
Schediod Tasks
Backup / Flash Firmware.
Custom Commands
Reboot save Jf reser |
VPN ~
Services
Network ~
3] Logout

Figure 48: System > LED Configuration

The example configuration shown above is set
indicator with a simultaneous red LAN1 send/receive indicator. Note that the red LED in

this example will act the same as the existing ethernet port LED - and therefore is not a
recommended LED action based on the rule of thumb of simplicity.

ANetdevoO trigger settings for the red LED act

COUNCILROCK

LED Configuration

Name Red - LANT TW/RX
LED Name user2
Default state
Trigger netdev
Device & fanl

Trigger Mode

DISMISS

Figure 49: System > LED Configuration: netdev example
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Backup / Flash Firmware

This menu gives access to the unit firmware.

The Action tab lets the user backup and restore firmware.

O¢ O¢ O¢ O«

O«

GENERATE ARCHIVE: download a backup archive to your computer
PERFORM RESET: reset the unit back to default settings (factory reset)
UPLOAD ARCHIVE: upload a backup saved on your computer to the unit
Choose mtdblock / SAVE MTDBLOCK: download backup patrtition info (do not
use unless you are familiar with mtdblocks)

FLASH IMAGE: manually flash a firmware update

FOUNCIL

TELiG

tatus

Flash operations

Actions  Configuration

lystem ~

Download backup

lervices

Figure 50: System > Backup/Flash Firmware: Actions

Warning: mtdblocks (seen in Fig 37) is a Linux method of

interacting with Flash memory via a simple Flash Transition Layer
(FTL) within a Linux Memory Technology Device (MTD)
subsystem. Use of mtdblocks is recommended only for advanced
users familiar with this Linux concept.
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The Configuration tab gives the user the option to specify files and directories to be
preserved when flashing new firmware.

COUNCILROCK

TELiG

Status

Flash operations

Actions  Canfiguration
System

System Show cument backup file st

Adrministration

Software ## This file contains files

and directories that sheuld
## be preserved during an upgrade.

Startup

& Jetc/example. conf
Scheduled Tasks # fetc/openvpn/
LED Configuration

Backup / Flash Firmware

Custom Commands

Reboot
VPN ~
Services
Network ~
2] Logout

SAVE

Figure 51: System > Backup/Flash Firmware: Configuration
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Custom Commands

Allows for setup and execution of custom commands. These can be any applicable

Linux command typically run from a command line interface. As such, these commands

should only be performed by an advanced user.

The Dashboard tab displays currently configured custom commands and provides a
button to run the command. Clicking RUN will display the command output at the
bottom of the page when the command has completed.

COUNCIL
Status N e
System
Custom Commands

Interface Configuration Ping Ping

Command. ifconfig Command sudo ping 10.10.3.160 -c5 Command sudo ping google.cam -5
VPN
Services
Network v
3] Logout

Figure 52: System > Custom Commands > Dashboard
NOTE: commands shown are provided as examples. A new unit will not have custom commands set up.

COUNCIL

Status

System ~ Command successful (Code: 0)
Custom Commands

Interface Configuration Ping Ping

Command: {fconfig Command: sudo ping 10.10.3.160 -c5 Command. sudo ping google.com -c5

Services

Network v

2] Logout

Figure 53: System > Custom Commands > Dashboard
Showing results of 486dcommagdgoogl e.

com
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The Configure tab lets the user add new custom commands and edit and delete

existing ones.

Warning: Custom Commands are intended only for

Advanced Users.

COUNCILROCK

~
Network v

3] Logout

Status Somem—
System
Custom Commands
Description Command Custom arguments Public access
A short textual description of the Command line 10 Allow the user 1o provide additional command Allow executing the command and downloading its output without

. o configured command execute line arguments prior authentication

ack ach at Interface Configuration @ iconfig

o Ping do ping 10.10 3 160
VPN Ping do ping google com
Services

DELETE

DELETE

Figure 54: System > Custom Commands > Configure

Reboot

Lets the user perform a Reboot. This is a soft reboot, which restarts the unit and all

components without removing power.

COUNCILROCK
Status Reb
System eboot
Reboots the operating system of your device
VPN v
Services v
Network v
3) Logout

Figure 55: System > Reboot
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VPN

The VPN menu lets the user configure Virtual Private Network (VPN) settings using
IPSec and OpenVPN. For details on these see two VPN options see
https://openvpn.net/ and https://www.strongswan.org/.

IPSec

Under IPSec there are two main tabs. Status shows the status of all active IPSec
configurations and Config lets the user configure IPSec Connections, Tunnels, and
Ciphers.

COUNCILROCK
Status R
System v
VPN A IPSec Connections
B Connecton: KGbvog i3bvee_on Endpon 1010354
pecvEn Tunnel: ik3bvogQ-ik3brog0_tan 10.40.0024 -> 10.41.0.024 1 child (#325) DEACTIVATE
Services v
Network v i SAVE & APPL @
3] Logout

Figure 56: VPN > IPSec: Status


https://openvpn.net/
https://www.strongswan.org/

COUNCILROCK

— . Staus  Config
1ELiG
Status v IPSec
System N
VPN ~
[ ] P—
OpenVPN nterval In seconds o Use when retrying a connection (e.g. If DNS resolution falled), 0 to disable retries.
Services
Network W
Connections
5] Logout
Name Enabled Peer address
This section contains no values yet
ADD NEW IPSEC CONNECTION...
Tunnels
Name Local network Remote network
This section contains no values yot
ADD NEW TUNNEL...

Cipher Proposals

Name Encryption algorithm Integrity algorithm Diffie Hellman group
default aes128 shat modp2048 IT DELETE

-
J

Figure 57: VPN > IPSec: Config
NOTE: VPN > IPSec: Configure window is the same as the main IPSec window

IPSec is a secure network protocol for encrypting communications between two points,
the client and server. To create a configuration there are three steps:

1. define the cipher proposal for authentication

2. define the tunnel parameters for encryption and

3. create the vpn session.

In the cipher proposal window, the suite of algorithms to use for authentication phases
parameters are defined: the encryption algorithm, the integrity algorithm and the Diffie
Hellman group. Supported options are listed in the drop-down menus.
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COUNCILROCK

Cipher proposal

Encryption algorithm | 128bit AES CBC
Integrity algorithm = SHAT HMAC

Diffie Hellman group = Group 14 (2048 bits)

PISIVEEEN SAVE

Figure 58: IPSec Cipher proposal

In the Tunnels configuration window, the next set of parameters define the local and
remote networks along with a phase 2 proposal. These settings define the networks of
the two ends of the tunnel, and the authentication method is selected (pre-shared key or
X.509 certificates).

COUNCILROCK

Figure 59: IPSec Tunnel configuration

The last step in setting up a VPN with IPSec encryption is defined in the Connections
window. Here, peer network information (detailing the other end of the VPN tunnel) is
entered, and the Cipher (Phase 1) Proposal and Tunnel are selected.
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COUNCILROCK

Figure 60: IPSec Connection configuration

OpenVPN

OpenVPN is an open-source VPN protocol that executes virtual private network (VPN)
techniques for producing safe site-to-site or point-to-point connections in remote access
facilities and bridged or routed configurations.

The OpenVPN menu displays a list of configured VPNs and their current states and
allows the user to enable, start/stop, add, edit, or delete VPNs.

Create a new configuration with the Template-based configuration dialog by giving the
new configuration a name, selecting a template, and clicking ADD. The new
configuration appears in the OpenVPN Instances list and can be edited by clicking
EDIT.
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OpenVPN Templates provided are:

(0]

(@]

(@]

O«

O«

O«

Client configuration for an ethernet bridge VPN populates basic settings for a client
VPN session where the IP network of the server will be extended to the tunnel interface
assigned to this VPN session. The kernel virtual network device is set to TAP which is
an Ethernet level (layer 2) and acts like a switch.

Client configuration for a routed multi-client VPN populates basic settings for a client
VPN session where the kernel virtual network device is set to TUN, which works at
network level (layer 3) and routes packets on the VPN

Simple client configuration for a routed point-to-point VPN populates basic settings
to set a TUN kernel network device to create a client VPN connection to connect to a
server in a point to point configuration. Traffic needs to be routed by the server and the
client independently.

Server configuration for an ethernet bridge VPN populates basic configuration to
setup a server to allow clients to connect setting the kernel network device to TAP.
Server configuration for a routed multi-client VPN populates basic configuration to
setup a server to allow clients to connect setting the kernel network device to TUN. The
clients get network configuration settings and routes from the server

Simple server configuration for a routed point-to-point VPN populates basic
configuration settings to set the E1500 as a server VPN configuration to connect to only
one client. The kernel network device is set to TUN.

Configuration files for these templates are shown below:

#
# Ethernet bridge client
#
config openvpn_recipe client_tun
option  _description "Client configuration for an
ethernet bridge VPN"
option _role "client”
option client "1
option dev "tap"
option remote "vpnserver.example.org 1194"
option ca "ca.crt”
option cert "my_client.crt"
option key "my_client.key"
option dh "dh1024.pem"
option ns_cert_type "server"
option keepalive "10 120"
option comp_Izo "1
option nobind "1
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#
# Routed client
#

config openvpn_recipe client_tun

option _description
routed multi - client VPN"

option _role

option client

option dev "tun

option remote
option ca
option cert
option key
option dh
option ns_cert_typ e
option keepalive

option comp_Izo

option nobind

"Client configuration for a

“client"

np

"vpnserver.example.org 1194"
"ca.crt"

"my_client.crt”
"my_client.key"

"dh1024.pem"
"server"

"10 120"

npn

nyn

#

# Routed point - to - point client

#

config openvpn_recipe client_tun_ptp

option _description

"Simple client configuration for

a routed point - to - point VPN"
option _role "client”
option dev "tun”
option remote "mypeer.dyndns.org"
option port "1194"

option ifconfig
option secret
option nobind

"10.0.0.2 10.0.0.1"
"shared - secret.key"
npn

#

# Multi - client ethernet bridge server

#

config  openvpn_recipe server_tun

option _description
an ethernet bridge VPN"

option _role

option dev

option port

option server_bridge
192.168.1.128 192.168.1.254"

option ca

option cert

option key

option dh

option client_to_client

option keepalive

option comp_Izo

"Server configuration for

"server"
"tap"
"1194"
"192.168.1.1 255.255.255.0

"ca.crt"

"server.crt"
"server.key"

"dh1024.pem"
nyn

"10 120"

ny

51



#

# Routed multi - client server
#
config openvpn_recipe server_tun
option _description "Server configuration for
a routed multi - client VPN"
option _role "server"
option dev "tun”
option port "1194"
option server "10.0.100.0 255.255.255.0"
option ca "ca.crt"
option cert "server.crt”
option key "se rver.key"
option dh "dh1024.pem"
option client_to_client "1
option keepalive "10 120"
option comp_Izo "1
#
# Routed point - to - point server
#
config openvpn_recipe server_tun_ptp
option _description "Simple server configuration for
a routed point - to - point VPN"
option _role "server"
option dev "tun”
option port "1194"
option ifconfig "10.0.0.1 10.0.0.2"
option secret "shared - secret.key"
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New VPNSs can be uploaded from an OpenVPN configuration file, or by using one of the
provided VPN templates. Note that when using template configuration, the user must
edit the VPN after creation to provide the required information. However, this option is
only for client configurations.

Use the AOVPN configuration file uploado di al
UPLOAD. The new configuration appears in the table.

COUNCIL

TELiG OpenVPN
Status N2
System v

OpenVPN instances
VPN ~

PSec
| opeen | e s pen pom o e
Services v This section contains o values yet

Network v
Template based configuration

5] Logout Select template 3 m
OVPN configuration file upload

Choose File 1o fila selected

Figure 61: VPN > OpenVPN
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SERVICES
The Services submenus give access to the following settings:

0 Serial Gateway - Includes drop down options for Gateway types:
3 Distributed Network Protocol (DNP3) Gateways

3 Modbus Gateways - Modbus is a standard industrial Programmable Logic
Controller (PLC) communication protocol over a serial interface.

w

0 SNMPD - Simple Network Management Protocol (SNMP) is an Internet Standard
protocol for device management over IP networks. SNMPD is the Linux-based
SNMP agent that binds to a port and listens for requests from SNMP
management software.

Serial Gateways

Allows the user to set the serial communication protocol for the Serial A interface. The
protocols supported by this interface are RS232, RS485 Half Duplex, and
RS422/RS485 Full Duplex. The table below shows a basic comparison between these
three protocols.

R5232 RS485 R5422
Max number of devices 1 32 10
half duplex half
full duplex duplex

Modes of operation full duplex

point-to- .. ..
Network topology . multipoint | multipoint
point
Max distance (acc. standard) 50ft 4000ft 4000ft
Max speed at 50 ft 20 kbs 35 Mbs 10 Mbs
Max speed at 4000 ft (1 kbs) 100 kbs 100 kbs

Table 7: Serial Configuration

The Serial B interface only supports the RS232 protocaol.
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COUNCILROCK

Smart Private Networks

TELIG

Status ~

System v

VPN WV

Services ~
SNMPD

Network v

3] Logout

Serial Configuration

Serial A

Gateway

Speed (baud)
Parity

Data Bits
Stop Bits

Master IPv4/IPv6
Local Interface IP

TCP Listener Enabled
TCP Port
UDP Listener Enabled
UDP Port

Multicast IP Address.

Attempts

Enable Debug Output

Enable Verbose Output

Serial B

Gateway

RS232

DNP3

9600

0000

The IP address of the master device.

Local network interface IP address to bind to for UDP multicast.

20000

20001

224000

UDP muilticast address to subscribe to.

Set uid to user after /O is initialized.
100
Timeout between messages in milliseconds.

o

Minimum delay between messages in milliseconds.

3

Number of poll attempts

Powered by LuCl openwrt-19.07 branch (git-20.136.49537-1b2f363) / TELIG 2.3.1 OpenWHT 6af231fcfe-2657a38

Figure 62: System > Serial Configuration
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SNMPD

Provides for Simple Network Management Protocol (SNMP) configuration via SNMP
agents, SNMP traps, and SNMP informs, to manage the device over the network.
SNMP is implemented via the Linux daemon net-snmpd. For more information on
configuring SNMPD, see http://net-snmp.sourceforge.net/wiki/index.php/Snmpd.

COLUNEIE e

1ELiG net-snmp's SNMPD
Status .
System

VPN System

> L <

Services

Serial Gateways

Network ~

sysLocation sfice
sysContact bofh@example.com

sysName HeariOlGold

2] Logout
Agent settings

The address the agent should listen o UDP161UDPE181

AgentX settings

The address the agent should allow jvar/runjagentx sock
to

Figure 63: Services > SNMPD


http://net-snmp.sourceforge.net/wiki/index.php/Snmpd

NETWORK

Interfaces

Displays information on and allows the configuration of
Each interface is listed with information including protocol, uptime, MAC address,

t he

uni

t 6s

net wor k

transmitted and received data, and IPv4/IPV6 address and netmask (if applicable). The

user can add / edit / delete interfaces and stop or restart active interfaces.

Status
System
VPN

Services

3] Logout

COUNCILR

TELIG

Interfaces  Global network options

Interfaces

LAN1

modemmanager-wan_b.
WAN C

modemmanager-wan_c

ADD NEW INTERFACE...

Protocol: Static address
Uptime: 3h 35m 24s
MAC: 70:83:05:7C:99:16
RX: 0B (0 Pits.)

TX: 826 B (7 Pkts.)
1Pvd: 10.0.0.1/24

Protocol: DHCP client
Uptime: 3h 35m 168
MAC: 70:83:05:7C:99:16
RX: 32.90 MB (167715 Pkts.)
TX: 102.85 MB (149072 Pits.)
1Pva: 10.10.3.81/24

Protocol: ModemManager
RX: 0B (0 Pkts.)
TX: 0B (0 PKts)

Error: Network device is not present

Protocol: ModemManager
RX: 0 B (0 Pits.)
TX: 0B (0 Pkts)

Error: Network device is not present

Protocol: ModemManager
RX: 0B (0 Pits.)
TX: 08 (0 Pkts)

Error: Network registration failed

RESTART

RESTART

RESTART

RESTART

RESTART

sToP

sTOP

To add interfaces, enter a name, select a protocol, and select the physical interface
(multiple interfaces if bridging). Additional options can be accessed by editing the

Figure 64: Network > Interfaces

interface once created, such as the protocol to use and whether to bring up the interface
automatically on boot.
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Available Options on the Interface editing
dialogue vary depending on the selected
protocol.

Static Access protocol gives

Example 1: access to DHCP Server menus
Static Address protocol :V'\ {ﬁ}

In the General Settings tab: Example 1a: DHCP Server on Static Address
o  Set static IPv4 address, netmask,

gateway, and broadcast address
o Add custom DNS servers e Enable the wireless interface’s DHCP server.

S ic IPV6 add Once DHCP is enabled, additional options are displayed
© et static [Pv6 address gateway, for General / Advanced settings / IPv6.

assignment length routed prefix, On the General Settings tab:

and suffix * Network address offset for start of leased

In the Advanced Settings tab: addresses

- Maxi b T
o Select builtin IPv6 management * ax|m|.!m number otieases
e Leasetime

o  Select/deselect force the link On the Advanced Settings tab:
o Set MAC address / MTU overrides e  Dynamic allocation of DHCP leases (as

o  Seta custom gateway metric. opposed to static leases),
On the Physical Settings tab e  Force running the DHCP server, even if
' another server is detected on the network

On the DHCP Server tab:

o Select phys!cal !nterface brld.glng e e
o Select physical interface (or interfaces, e Set DHCP options.
o If Bridging is enabled On the IPv6 tab:

m enable/disable STP ¢ Router advertisement service mode

e DHCPvV6 service

o  NDP proxy

¢ DNS servers and DNS addresses to
announce

and IGMP snooping.

COUNCILROC!

ertaces » LAN1

General Setings  Advanced Setings  Physical Settings  Firewall Settings

Use bultin IPvé-management

Force link @

Override MAC address
Override MTU

Use gateway metric

osuss [0

Figure 65: Interfaces > Advanced Settings
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cf{j:flJNcn_ROCK

Interfaces » LAN1

General Settings ~ Advanced Settings  Physical Settings  Firewall Settings  DHCP Server

Staws i evice: lant
Uptime: 3h 36m 545
MAC: 70:B3:D5:7C:99:16
RX:0 B (0 Pkts)
TX: 826 B (7 Pks.)
1Pvd: 10.0.0.1/24

Protocol  Static address
Bring up on boot

IPv4 address 10.0.0.1

IPvd netmask  255.255.255.0

1Pv4 gateway 101021 (ian2
IPv4 broadeast 1000255

Use custom DNS servers
IPV6 assignment length  disabled

Assign a part of given length of every public IPv6-prefix to this interface

IPV6 address , | oo o n

1Pv6 gateway

IPV6 routed prefix
Public prefix routed to this device for distribution to clients.
1P6 suffix

Optional. Allowed values: 'eui64", 'random’, fixed value like "1" or ':1:2'. When IPv6 prefix (ke ‘a:b:c:d:) is received from a delegating server, use the suffix (like 11’} to
form the IPv6 address (‘a:b:c:d::1) for the interface.

LIEVECE SAVE

Figure 66: Interfaces > LANx > General Settings

Interfaces » LAN1

General Sattings ~ Advanced Settings  Physical Settings  Firawall Settings  DHCP Server

Use bulltin IPv6-management

Forea link

Owerride MAC address
Overrida MTU

Use gateway matric

DISMISS m

Figure 67: Interfaces > LANx > Advanced Settings

On the Physical Settings tab, the user can select whether to bridge physical interfaces,
and select the physical interface (or interfaces, in the case of a bridge). If bridging is
enabled, the user can enable/disable STP and IGMP snooping.

Bridging physical interfaces allows all ports in the bridge to act as a single network.
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By enabling bridging, we can combine, for example, the WiFi (WLAN) interface(s) with
the wired LAN ports to create a single logical network. We can also combine the two
ethernet ports if desired.

COUNCILROCK

Interfaces » LAN1

General Seftings  Advanced Seitings  Physical Settings  Firewall Settings  DHCP Servar

Bridge interfaces

Interface

Dismiss [JER

Figure 68: Interfaces > LANx > Physical Settings
On the Firewall Settingst ab, the wuser can create-Zoneassi gn

The router Firewall Cc O lzloencetssd itrot efriflaeemes tirmtfd i
can be configured to any set of interfaces but generally there are at least two zones:

0 lan - to collect LAN interfaces

0 wan - to collect WAN interfaces

A minimal router firewall configuration typically consists of one section, at least two
firewall-zones (lan and wan), and one forwarding to allow traffic from LAN to WAN.

COUNCILROCK

Interfaces » LAN1

General Settings ~ Advanced Settings  Physical Seftings  Firewall Seftings  DHCP Server

Create / Assign firewall-zone  unspecified .

DISMISS m

Figure 69: Interfaces > Firewall Settings
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Wi rel ess

(Avail abl e on AWO

uni ts)

Displays active wireless networks and associated stations. Wireless network interfaces
can be enabled / disabled / restarted / added / edited / removed.

COUNCIL-?‘ OCK

Status
System
VPN

Services

Y € £ K

Network

3] Logout

Wireless Overview

® radiod

@ disatied

Associated Stations

Network

‘QCAS880 802.11acbgn
| Bitrate: ? Moit/s

MAC Address Host Signal / Noise

RESTART [ 200 |
oons [ EEE
RX Rate / TX Rate
3

Figure 70: Wireless > Overview

A Restart button can be used to restart the wireless interface.

A Scan button starts a network scan for detectable wireless networks, displaying signal
strength, SSID (network name), encryption type, and other network information.

The Join Network button opens a dialogue to connect to a network. If the network is
encrypted, authentication credentials are required to join.

61



When adding / editing a wireless network, the Edit wireless network dialogue is
displayed. The General Setup tab (located on the top card of the Edit wireless network
dialogue) lets the user enable or disable the network, select the frequency band and
channel, and set maximum transmit power.
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Wireless Network: Master "M1500-WiFi-04F0218854A8" (wlan0)

Figure 71: Wireless > Wireless Network > General [Top Card]

The Advanced Settings tab (located on the top card of the Edit wireless network
dialogue) allows the user to set a non-default country code, toggle allowing legacy
802.11b rates, set up distance optimization, change fragmentation and RTS/CTS
thresholds, and set the beacon interval. The user can force 40MHz channels, bearing in
mind that this is non-compliant with IEEE 802.11n-2009.
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Figure 72: Wireless > Wireless Network > Advanced [Top Card] and General Setup [Bottom Card]
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Configuration options available on the bottom card of the Edit wireless network dialogue
vary depending on the wireless mode configuration.

A common configuration, for example, is to configure the unit as a wireless access
point. To set this up, under the General Setup tab (located on the bottom card of the
Edit wireless network dialog) use the following options:

Mode Access Point
ESSID Network name as it appears on client devices.
Network The network(s) to attach to the wireless interface.
Hide ESSID Check to hide the network
(requiring manual SSID entry to connect)
WMM Mode Check to enable WiFi Multimedia (WMM) mode
(prioritizing multimedia packets for quality of service)

Table 8: Wireless Access Point Typical Setup Options

Under the Wireless Security tab (located on the bottom card of the Edit wireless
network dialog), the user can configure network security settings. Configuration options
vary based on encryption type selected. We recommend using a strong security WPA2

encryption.
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The most common is WPA2-PSK password-b ased encryption. After se
PSK (strong security)o from the dropdown, the
optionally enable WPS push button authentication.
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Figure 73: Wireless > Wireless Network > Wireless Security [Bottom Card]

Alternatively, if a RADIUS authentication server exists on the network, the user can
select -EPAWPAXtrong security)o from the dropdow
authentication. Follow these steps to set up RADIUS:

1. Enter the RADI US s er v edAdthentidation-Sedver,ramdshe f or R
port number for Radius-Authentication-Port, (if different from the default).

2. Add the pre-configured password to Radius-Authentication-Secret.

3. If the RADIUS authentication system uses a different server for accounting, enter
the servero6s | P address and port- (i f diffe
Accounting-Server and Radius-Accounting-Port.

4. Enter the accounting password as Radius-Accounting-Secret.

5. Ifthe DAEclent di ffers from your RADIUS server,
address and port (if different from the default) as DAE-Client and DAE-Port, and
t he DAE client 6sSega.ssword as DAE

6. Optionally, set a NAS ID.

For both WPA2-PSK and WPA2-EAP encryption, the user has the option to select a

cipher, and configure 802.11r fast translation, 802.11w management frame protection,
and key reinstallation countermeasures.
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Under the MAC-Filter tab (located on the bottom card of the Edit wireless network
dialogue), the user can set up blacklist (do not allow) or whitelist (only allow) devices
with specific MAC addresses.

COUNCILROCK —

Wireless Network: Master "M1500-WiFi-04F0218854A8" (wian0)

Figure 74: Wireless > Wireless Network > MAC-Filter [Bottom Card]

Under the Advanced Settings tab (located on the bottom card of the Edit wireless
network dialogue), the user can configure advanced settings for the wireless network
such as preventing client to client communication and overriding the default wireless
interface name.
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Figure 75: Wireless > Wireless Network > Advanced Settings [Bottom Card]
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Bridge VLANSs
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The Status tab displays the status of the bridge interfaces and VLANSs.
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Figure 76: Network > Bridge VLANSs > Status

The Configure tab lets the user enable bridge VLAN filtering and specify a bridge
interface to use, and to add, edit, and delete bridge VLAN assignments.
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Figure 77: Network > Bridge VLANs > Configure
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DHCP and DNS

The DHCP and DNS menu lets the user configure Dynamic Host Configuration Protocol

(DHCP) server and Domain Name System (DNS) forwarder options for local Network

Address Translation (NAT) networks.

The General Settings tab allows the user to set the general behavior for the DHCP

server and DNS forwarder.
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Figure 78: Network > DHCP and DNS > General Settings

The Resolv and Hosts Files tab lets the user specify configuration files for the DHCP
server, specify a DHCP lease file, specify a DNS resolve file, and specify additional

hosts files (in addition to the default /etc/hosts).

Figure 79: DHCP and DNS > Resolv and Hosts Files
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